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§0bs8gds0g mogdo dm3930s 530-b JOMOMIO MY S30JOOL, J96MBIIdMdOLS s
Lobgedfoxnm  Mfygdgdol  sbsgrobo, G™MIwgdos dmbsfowrgmdgb ICT  dofjmgdol X330l
MBOBOOBMYO5T0. 3330l TsGHJdom  obbommo 04693  083¢9dab@oEo0ols o
s0bMgdol dgdoboBdgdo.

1.1.1. do6M0ms©O M9y S30900 S 5J@9d0

588-b H92530900L 9b65e0BOLSL, 36033690M35605, 25035 oLFobIdMo 0469l bsbgwrdfogm
dmfigmdol Imgmo, 0blEHOGHME0MMO 39630m5Mgd0L Lodjoxg s Jggybol AslTEHdO. ym3z9gwozy
50b0dbmol  35m35¢0olobgdom, Lobgbgs 3mB3wgdleo, M35 TMm0sb0 o330l LobiBgds,
Mmdgoi 9990s3s  Hergdol dsbdoeby. (fobsdgdstg @bMowdo dmagdmeos 33eg30L
BoMmgddo  dgufsgmomo  MgamEs30gdol  Bsdmbsmgsmo s dglisdsdolo  360d3b6gemgsbo
05000900, MHMIGO0E 53709905 JOMbMEMYoMsE. 5TLmb LogrMsMgdms, GmId 539
230bobBgdoL  333¢gduvyOemdol  gemgzawoliffobgdom, 33wg3sdo Jgodwgds o6 dmbgzs 96

Lo@AAoLGIES© 56 0gm FoMdm©gbowro BmyogMHmO MY, SJEHO 0179 Lsbgerddmzgsbgenm.
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2002 - Federal Information Security Management Act (FISMA)

2013 - Defense Federal Acquisition Regulation Supplement
(DFARS) Clause 252.204-7012

2014 - Cybersecurity Enhancement Act

2014 - Federal Information Security Modernization Act (FISMA)
Update

2015 - Cybersecurity Information Sharing Act (CISA)

2015 - NIST Special Publication 800-161 (Supply Chain Risk
Management Practices for Federal Information Systems and
Organizations)

2017 - Executive Order 13800, "Strengthening the Cybersecurity
of Federal Networks and Critical Infrastructure”

2018 - SECURE Technology Act

2018 - Federal Acquisition Supply Chain Security Act (as part of
the SECURE Technology Act)

2019 - Executive Order 13873, "Securing the Information
Communications Technology and Services Supply Chai

2020 - Cybersecurity Maturity Model Certification (CMMC)

2021 - Executive Order 14017, "America’s Supply Chains"

2021 - Executive Order 14028, "Improving the Nation’s
Cybersecurity"

eral Acq Reg AR) Case 5
"Prohibition on Contracting with Entities Using Certain
Telecommunications and Video Surveillance Services or
Equipment"

2019 - National Defense Authorization Act (NDAA) Section 889

2020 - DoD Instruction 5000.90 "Cybersecurity for Acquisition
Decision Authorities"

DoD Defense Industrial Base (DIB) Cybersecurity Program

2020 - Defense Acquisition Regulation Supplement (DFARS) Case
2019-D041, "Assessing Contractor Implementation of
Cybersecurity Requirements"

2021 - DoD Cybersecurity Maturity Model Certification (CMMC)
2.0
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* 15305330L 3NBAHMIHMOYIBO 35 IdMO 5056 MbOMBIgEYMb Ms3sE30L EBRMGISEF00L ©HEZS-

* Lox9OM-396dm MB3IOMAMdOL bgardgfigmdol 39ds60BaYdL gsb30msBYds 3H0G0ZIo
06g365LEOXIEHNOOL s330L Lar3gmgbim 3Msg@ozol 8gddbolsmgzols.
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bgd@m®ol 3md3s609dl BmMob.

* bbgEdd3gs69wm F0MOMYdJdo BIEIMo MO LobEBMMTs30m LobEHIgdOL ICT Jofjrgdol xsF3ol Molggdols
0096¢H08030MYdOL, BgBaligdobs s Gg030Mgd0L MBOWBIILIYMBS.

* 390IH@O Lo5abEHMIBL Y3 03356 NIST 3089HMLIROMbMIBOL BsOBM s JsOPHME
30890 BOMbMIBOL Holb3gdo J3ggbol 3O0G03w 0BRGLEGYYEGs80.

* 50 53BHom 99065 BJEIO MO FglyoZgdOL MLsBOHMbMYdOL LsdFm (FASC), Moms 8godedaml 3mwo@03s ©s
36m390HJ00 BIEIOEIMo Bgbyoagdol dofim@gdob X330l Golsggdol dgbedzomMgdems.

* 5JBHob Lsgzrdzgaby dgogddbs FASC s dogbods dsb M3wgdsdmbogngds, ds@mmb dofimogdol xs330L Golzgdo
BI©IO MO Fgliyowz9d3o.

* ICT dofim@gdol x5330L Golzgdol 99030Mgdolam3zol, bbgs wmbolidogdgdmsb ghma, 3mdgdzools
90gsbl(secretary of commece) dogboFs MBwgd5oLmEngds 530d5emb GHMEBsgE0gdo LaGolgm ICT
360199 HY0ms6 56 igHZoLYdIMB ©s353d0MYBO.

* 05305330L bdoboLEHGML 060305035 535¢EYIMEIBL 053WE30L JMbEHGIEHMMIB s0sOMB dgbady Fbsols
B98L9d9d0 s dosnfomb lgHEH0BoEEMYIdOL MBIL bYbloEYIOO 0bBMOT>300l LLEZI.

* 30fjmgdoL 3H0GH03MWO X5F3900L, Jo0 dmdob ICT, gmgaroldmdzggwwo dodmbowgs dmfygansmdols
0096¢08030MJ80LMZ0L s JoffmEgdol XsF30l IEYM>MBOL 330 HYIBOL LEAGHIF0gO0L Ggdm8s39ds.

* 30396BROMMIBOL F330IMIS BIIHO LddagbEHMYdT0, M3 dbg3g dmoEdzL ICT dofmmydol X330
MsgzOHObmYdsbY go7)0xmdILIdMO LEBBIGEHIBOL, F30Es0bgdol s 0630IBEHIOBY HgsaoMgdols
099do60%dgd0b 9d¢)ds390sL.

* 2019 fjerols NDAA-L 889-9 319690b bogzr)dgganbg 5936350 BIEIHIEM LosggbB™mgdL 3nbEGsgGHOL swYds
00 LYB0YdHYO096, BMBgdoE 099bgd7I6 Lo®gerg3mdmBo3oE30Mm S0 FIMZ0EMBIL 56 35033970 BobrGo
3003560980b 3096 foGdmgdwyem LyHgolgdl.

* B9IHIMO Lo3abEMYBL 593300 SO FMMI0 ™ol 56 byHZ30LdOL Fglyowzsl 3mb3GYHEo Bobm®o
3033560980bg56 MLsRO@MbMgdOl J0BbId0LL Fodmdobsmy.

* b 0BLEOYIE0s Sbsbsgl 3abbolidagBMBIILS s 3OMEIRLIMIBL Fglyogol 3GMEILE0 30BYHXLIBHMMIdOL
06&93006gd0bmZ00.

* 90 36505 5de0gMIBL 1530330L LETBOLEMM 5MB10EMM CBRMGHIEFOL YUsBOHNHMYDdL
5305330b 06@LEBHMoME B3%5d0, byl Mfigmdl 3089 LsaMMbygdOl 06BMMAs300l FobosMIdLs ©s
53053300 3MBGHMgBHMOIBME 056508OMIMBL.

* 053053306 316GGgHMGIAL Fgmbmzgdsc FoBdmsa0bmb bs3msMO 30BgOYLBOHMbMYdOL 3MogE03olL
30089356905 NIST SP 800-171-b0256 ©5 ©597399¥GME DoD s710Eb.

* 2565bgdEo ggMbos 5793 MIYBYIIL Ms3s30M39e CMMC Bs®BMU, MbOHB3geymal 358560398
0m@EL 3MBEHMIBMMHOL 30d9HNLIBHPbMIBOL 3BgBH03ol glisgsligdes @s DoD dmmbmgbgdols
BgLds3obemdOL MbOHYEIgLIYMBS.
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1.1.1.1. CISA-b bsobgem®dsz02 s Us300996035;002 (3g762¢nea30980b dofmgdol xsFq0b Holz0b
FsG30l (ICT SCRM) 3638 (553

2018 §gob oxdbs 533 3009OHMLIROMbMIdOLs @S 0bBOILEBHMMIGMOMOL MLOBOHDMYdOL
Lo5396G™L  (CISA) ICT dofmgdol xoF30l Molgol dsmm30L (SCRM) 36MMm©53s. 50bodbmeo
2 BM6390gmxl 3meoliGozn® doymdst ICT 8ofjmgdol %s33056 ©s35380MgdXWO Golggdol
3560030L0300. gb 3OMPEOTs BMIMLOMIOWO0s MHOLZYdOL 0I6EHOBOEFOMYOsDY, FgxrsLgdLS ©s
39930609059 939460l 30:0E 0310 0683MLEMIBHOOL IEYMIMBdOL »YOMHMBIgELOYMABs.

B9dmbligbgdmero dobbol JoLowfg3s0, s 0Tl Pom35¢oLobgdom, GmA ICT dofjmmgdols xsF30l
6ol3900 (33950900 s BdFOMMPL Fsmoeo EMBOL gJudgMAoBsl, 0bo30sBH035 59MM06YDL
OHMamO3 Lobgwdfogzm, s1939, 39O bgdGHMOOL oMo 9bEYDL.

CISA ICT SCRM 155399950 % 29530L 3060025000 80T5M0¢e989005:

1. bsyster39(00  0565386Ga3cmmBs: 153080  xaMB0 byl Mfgmdl  ms6s3dO@Imdom
2396990, Bosg LaxsO™ s 39gMHdm BgBMOOL JOHMYMEGdL Fgd0sm GO 03)domb ICT

d0fmgdol  xs3z3do  MHoL3YOOL  0IBBHOBOEFOMYPPOLMZOL s TgLEd0MYdWs. b
05659960 MdS 5d0gMH gL LORMMbOL sB39M30U, L3909l 3M0gdEH030Ls S BoWYdIMO
3933900009008 25D05MgOsL,  Mog  Lodwmorgdsl  0dwgzs  ghomosbo  doamds
3009OLogOMbMYdOL 459mfi393930056 B0dsmgdsdo.

Usbgeadfonm ¢fygdgdo
*CIA, FBI, FCC, NSA, OMB, etc.

*DoD, DoJ, DoE, DHS, etc.

*NIST, Idaho National Lab, NASA, etc.

. IT bgdBHm®o
' S I|C0n Va\\e” *Amazon, Microsoft, CISCO, HP,DELL, IBM, etc.
! D/ *MITRE, FireEye, Teneble, etc.

3399603530900l LgdEm®o

e AT&T, Ericsson, T-Mobile, Verizon Wireless

Ubgs

*CREST International, National Cyber Security Centre (UK), RAND

2 https://www.cisa.gov/resources-tools/groups/ict-supply-chain-risk-management-task-force

GITAC 23


https://www.cisa.gov/resources-tools/groups/ict-supply-chain-risk-management-task-force

| ICT 30{m©9d0l %5330l MLsxigMmmbmgds

2. 60oli3980b 09602035605 s 85(3s: CISA ICT SCRM L5391 3s0 %3530l gHm-9MH00 v8msgmglio
3oBsbos  99odmdocml  ICT  Fofm@gdol  xoF3006 53930060900 Molzgdols

00096308030MJd0LS s I5MMZ0L F)NMPMEMY0JdO.

3. 069mG3sp00L gsbos®98s: 15531050 xyMBoL  gOHm-900  3OHO0MOOGHIGL  HoMmBmoygbl
©50639M9LgdME THs6YgdL FmEOL 0bFMGTSE00L MMM ©d MBIBHMbM FsBosMYdOL
bgdgfigmds. 30dgOLIROMbYYIdOL Tglobgd (cyber threat intelligence) 0bgm®As3gool yoa3wom,
Lodmdom xR0 9bdomgds MmMP60BI3090L OHMWMWSE F00MMb 0bxMm®Ts30s Imfiyzwswo
36 JGHJooLs vy 8080bstg 308960 39E 93900l Tgbobgd.

4.  dopemgdol xs330L Joxemosbmds (integrity): 90353l ImIFMgdgdols s 3:33mbgbEgdoL
365¢0DBL, MmO 35300056 0465l s30WgdMo 35369 3OHMYMITMo MYHBMHMB3gEYmBOLS ©s
335M5@“M0L BYMHY35 30003 0bROILEM™MIEGsTdo.

5. bsmagomgbemr 36sghoz0bs s 3s0@ersobg8ol G9dnds398s: LsdMBsm xyx0 9w9dsmdl ICT
90fim©gdol  x5330L  MLOROMBMIBOL  Lo390gle  3ModBo3oly s 3o0EEs069d0L
9999995390505 S 3930M(390gd5DY.

6. ob b9 B9580(985 @5 5 bs: _BodmBsm xR0 990999953908 F00mM dJOL

0b6300096393Bg 1958060900l 293d900L dggbolsmazob.

7. dbsts 39t Jpog s bsdrserm 8obbgbolsborz0l: 30396HmbsgO®mbmgdol  MHLyy®LgdbY
030masL, G6M960baLo s 0bLEHMWAYEEJOL, GMBEgdOE GoToMgds B3069 s Lydmsem dBoBbLL
239900gM™mb  Jofimgdol o330l MLOROHMbMgdol DBmIgdo s L0336 BgOYMHIWGO
LEobot@gdo.

2019 {jerols 15 doobls, doensdo 993000 039060 bsbemols 5¢Bslitremgdgemo 36dsbgds Lsobgm@dszom

5 53360 3s30m Brgrmaogdolis s Lghzolgdol dofmegdol xs330L  Mlsgmombemgdols
qLobgd® (Executive Order 13873). 50608640l Lsgmadzgewdy, CISA-L 5935, 08 535ME¥MOb,
36MMAM530o MHBOHMB3gwymRols s bLyM30LgdOL FgRsligds s sdmBYbs, MHMIWgdoE 5990030l
39960090 9393l ddbol Log®mbgl. 3oL Loadsbbme, ICT Jofimgdol X330l Molgol
o630l (SCRM)  bosdwdom  xawnds, 390mdm LYJBA™OOLs s BsdmagzOmdM  3sMEboMmMmgdOL
BoGr0y)ermdom:

e 090343535 ICT gegdgb@gdol ULEsboMEHOBIIMWo  Bodumbmdos (3sy., 935M0EHWOS,
36MMaM53Mo M HeOmblzgwymas s bgmzoLgdo);

e JmodbBos  Bgdmblgbgdmwo  ICT  gegdgb@gdol  3MoGHo3mmmdols  gsgemgbols
990MOMEMQO0.

e 9m53Bo@s S Fgox35L5 gMmzburyemo Misgmmbmgdol Mols3gd0, MM IdOE ©S3538MJOXYWOs
ICT 5356533056, 3MMyMs3e MBOHMB39YgmMBILID ©s Lighzolgdmsb.

3 Executive Order on Securing the Information and Communications Technology and Services Supply Chain -
https://trumpwhitehouse.archives.gov/presidential-actions/executive-order-securing-information-
communications-technology-services-supply-chain
|
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| ICT 80fr9d0L x 5330l MLsgmmbmgds

585b00b6,  LdYBom  XaIBoL  80ge 9049953005 @5 50moEs  999c0ga0  Lsbgurddmgsbgene
©M3mdgb@gdo:

e Hardware Bill of Materials (HBOM)* Framework for Supply Chain Risk Management;
e Software Bill of Materials (SBOM)®> Framework for Supply Chain Risk Management;

e Securing the Software Supply Chain: Recommended Practices for Developers;

e Securing the Software Supply Chain: Recommended Practices Guide for Suppliers and
accompanying Fact Sheet;

e Securing the Software Supply Chain: Recommended Practices Guide for Customers and
accompanying Fact Sheet.

000MgMo  bobgedde3sbgem ©s 390035300 1s3dsm©  3mI3gdbMos s LsFoMmgdl
d9L50530LL  9gL3gOEGHODIL  BYMY30LS s SOBOMEGdOL  9B9390DY. 33wg30L JoBbYdOEI6
2990380656y, 533MMIT0 FoMmBmagbogo 046905 805350 5d390GHPO0, MMTIWOF 930X GIJ0S
339b9mgL ICT Bofimgdol X oF30L MLsROMbMgdOLMmZ0L.

Hardware Bill of Materials (HBOM)

4M390EO0IM5Q HOYIEEIds 3M0E03MNE 068MLGHMIEGHIM530 gs8myggbgdrIeo 5356MEIMOL
3033gdummmds o Lobgmds.  585bmsb,  MHMYMWOYdS  935MOGHVMST0  godmyqbgdEo
3003mbgbEgdol 0330 g35MdOL sygbs. ICT SCRM xanxol doge dgdmdsgzgdwero HBOM
3302535DM0L 990 MEMQ05L 0oL EILOYIB®, v Ms 3MB3MBYBEIOOLYSE Tgagds Bglsliyowo
33565BME5. 5396, FoMmdmygbowo FgmmEmemaos 6oL sbdsbolbmgzols fozombgowo, Mg
5050303900 06xMmMT300L ©5TT03905L5 O FO3G3LS.

4 https://www.cisa.gov/sites/default/files/2023-
09/A%20Hardware%20Bill%200f%20Materials%20Framework%20for%20Supply%20Chain%20Risk%20Managemen
1%20%28508%29.pdf

5 https://www.cisa.gov/sbom
|
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https://www.cisa.gov/sites/default/files/2023-09/A%20Hardware%20Bill%20of%20Materials%20Framework%20for%20Supply%20Chain%20Risk%20Management%20%28508%29.pdf
https://www.cisa.gov/sites/default/files/2023-09/A%20Hardware%20Bill%20of%20Materials%20Framework%20for%20Supply%20Chain%20Risk%20Management%20%28508%29.pdf
https://www.cisa.gov/sbom
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Assembly X1 Component Y1

Component Y2

Semiconductor Y3

Component W1

Assembly W2 Component Z1

Finished Good X

Component Z2

Component X3

Component X4

208296 3: Hardware Bill of Materials

Software Bill of Materials (SBOM)

Abao3LO@  935MOGHMOMEo  3md3mbIBEBHOOL  FoMTMTogermdol  EIBOLS,  PVOMOEMY
MO I0s  3OMPMINwo  MHOWB39Ymaols s dobo  3033mbyBE OOl HomBmTsgwmdols
5965, ICT SCRM  xawxoLb  doge 990w9dsggdmeo  SBOM  gbds®gds  mtgsboBsosogdl,
omBmgdergdl, 9mIbIsMYPIEOLS ©5 MUsFOMBMIPIOL MMl  3sBoMEME  3HMyMsdwemo
MbOHb3zgmymazols 3m33mbgbEgdol bogr3omds s MHMMESE MBMHMB3gmymb smdmBgbogn
LolyliBgbg M9o306M9ds.

Bingo Buffer
v2.2

included in

Acme
Application
vl

___________

Carol's
Compression
Engine v3.1

Browser
v2.2

PROSOUENENEY (usn— \

i Root ! i Partial |

______________________

Q0890 4: Software Bill of Materials
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Vulnerability Exploitability eXchange (VEX)®

»Vulnerability ~Exploitability eXchange-ob (VEX) 80%s6os 36Hma@Msdmmwo  »b6Hmb3gmygmggol
000(909b 56 bbgs dbstggdl JoLzgl Lodwysergds, 39essdm{amb 30b3MgE Mo IME3gLMdOL
LBASGMLO 3m63MgEME 3GmEnJBdo 6 36mEI@addo. VEX 0bgm®mdszool go3gds badoewgdsl
0093L 939 ™M3gMHYOL, IMIFMEIdGOLs s LB3OL, 39339emb 0bRMMIsE0d S0sd0sBolmZ0l
Pslss3000b s 356g5600 50l5gdge BM@AsE 0.

T A e

AN 7
2

@

=

k Dirty Cow "Ripple 20"

Q0I5 5: Ify3es@mB980b s@IMmB9bobs s 350105569680 Jsgscrondo

aboeo  dmfiy3eomdols 50dmBgbols o 29990536900l OML, 99930 gdYE0s  IOMYMSTYO
MBOHMB3gymRol  3m33MbgbBHgool  ImIbToMmdEgdoLm30L  LEIGHMLOL  Asbobangds.  VEX
0633300 253995 IMIBToMIGOGALS 5 LoBMPsMGdL  Bodwoegdsly sdeg3l s0bsbmb
50dmBgbogo Lollidg s Mbs 8g5830Mmb dolio gsg3egbs Bbgs 3md3mbybEgdbYg. Imfiyzwsmdol
3969%396@0L 96 MLOROHPBMGdOL IMboEHMM0baol 59E03mdgdoL MM, d0dfmgdgwo owgdl
06g3mMT5300L  sbmo  5mdmBgboe  ©sME3gEMdOL  Tglisbgd, MMdgeol  2o3wgbsl  sbegbls
360036530 MBOMB3gwymgzgols Lbgs 3ma3mbgbd by, Mmagelisg dg90dwgds 0g4gbgdwgl ghmo 56
3930 903fm©gdeols 3HMmEYIdEo.

://www.cisa.gov/sites/default/files/2023-11/When-to-Issue-a-VEX-508c.pdf
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| ICT 30{m©9d0l %5330l MLsxigMmmbmgds

1.1.1.2. 508sb&9en989¢0 863356985 Lsobame®dsioc s bs3020-960355002 Ag/b602¢nmg0980l
Jofm@98ob xs,330b #)bsuGobmgdoly dybsbyd (EO 13873)

2019 ol 15 doobl, 3690 gbEds Mmbo@ x. GH©58305 533303 50BLOVIGdgEo 36M3dsb9gds
(EO) 13873, Lobgwfimogdom ,06630m08530v90 ©s bszmdnbozsgom  @GHgdbmemaogdolss s
1sg®30Lgd0L  ofjmgdol  KoF30L  YYsBOMbMIdS . 33030l JobbgdOEID  AsdMIEbaty,
$0b659090569 5390 Fo00mE 00w 0s 50BsLMgdgeo dEIAs6930L 0l 31d3MbgbEH B0, HMIgeros
499356@ME05 33¢0930L J0BbYIBO06 2dMBEObsMY. 361F6gds 0m3z5¢Erolfjobgdls:

535639602 8coam8s(9m80b 35807365 5

d63sbgdom  3bsgds  gHmzbmo  Lopasbagdm damdsmgmds (national emergency
declaration) ICT 5 Ug®30oLgdols dofimEgdols k53308 LOROMbYGDMB ©35330MHYd0.
50bodbmmo  godmfizgmeos  9MHMm3bMmo  3M0GH03Mwo  0bxMILEGHMMIGHMOL o369
59BH™MMGO0LAD OE30L A9OMEIOIE0 5)(30EYOMIOM. 39MdMm, 353bg 9JBHMO9dTo
3m05DM9ds Mbm 93994bols dsergdo (foreign adversaries).

®56B590980b 5. 36605¢m90l 58l 33

503LOMEgdgEo  dMAs6gd0L  Logmdzgmby, 98 3MmIgMHE00L 80356l  (Secretary of
Commerce) 3096035 953¢0905dmbioggds 530dsewmls / 995896mls 6gdolidogMo &@Mma6Bsgdzos ICT
3600m©EYIBH0mb 6 bgMz0Lgdmsb ©s39380Mgdom, GMIgdoE TJodergds SB0sbgdIL
96m36m MsxrGmbMYBL. 5060360 3 gdsIMBOEGds 80356 Ladwogdsl saagal
360154 BH0ME© 359M53w0bml s 9g5830MH™U ICT dofirrgdol o330l Golizgdo.

Gols3980b 356bs be2kob 36059(0215980

503LOMEgdgEr  0Mdsbgdsdo ImEgduos 3mb3M9gGH o  3MHoGHIM0wdgdo, GMICOL
Lo3wdz9ww B3 gbodegdgEros FgxnsLEIL FgoEogL 0¥) 965 ICT EGMbDsdios MoLIL. gl
36003900 39d05:

*  350m9969873c00  Hafbracrmgool  @obsobdo, gsb3005M98s00 b dofeapgdsdo
Bstr0oeyem0s dmpobssdgsg b dzgybol  (foreign adversaries)
ps®dmdsggbergdo.

o 3md9bgog®o 98etngds/ 35327963 5T b 0O g30bmdogsls s 3GOA0IE
0680sUAOIAI0s B

o Jdmbspgdgbobs s bolbdgdgdol  30680@096605¢»96G@Bol,  doogrosbmdobs s
b9emdolbsfiacomdmdol st3930L 585008,

9965005802650 0956500r20¢mea80l 36caggbo

7 https://trumpwhitehouse.archives.gov/presidential-actions/executive-order-securing-information-

communications-technology-services-supply-chain
|
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| ICT 30{m©9d0l %5330l MLsxigMmmbmgds

5005LOHMEYdIo ¥MIs6Yds 5Bl MHYgdsmITMMOl 3HM(3gLL, MMIgEoE B0TsMIME0S
9305(30900L 9938539005396 @S B9gF3M BHMBBII30gdOL 536Mdse30L5396. 3MM39L0
9033l 3B EHOSE0g0L  JoMOMO®  I0bGHYMLdME  FBIMYJOMD, Tson  TmEOL
153IMIW ML MLOROMDMIIOL, 53330 WS OMBEOEOOL Y356MESTIHEHOM .

1.1.1.3. 5@8sbG#en989¢0 863356985 5996030b dofm@gdob xs53398b (EO 14017)

2021 ol 24 09d9MH35wl, 3MgHogbETs d50©9Ybds bgawo dmsfiges ,,5890030L dofimegdols
X9F3900L“ Jglobgd 5Bl Igdgen 3M3Asbgdsl (# 14017), GMIgeog d0Bbs obobsgs 530-b
360@03Mws 36033690m3560 30{m©gdol %s3F3900L 35de0gcMgdsls. 50bodbmmo d6dsbgds, bbgs
©65MRY6 8600369 m396  9d90mb  gPme©,  BMIMLOMGIMWos  LLobFMEIszom s
bo3m39b03530m  Bgdbmemyogdol  (ICT)  dofmEgdol  xs3390%g3.  Hobodwgdstyg  omsgdo
$9603mabomos doM0msEo 5339030, MMBgmog MHYmazsbE MmO 3330l 30BbgdoLm30L:

&ols 0L gmaemolidemd, J1025l5985

0dsbgdol LygmAdzgw By, Fgbsdsdoll MHygdgdl dogasm 1 farosbo 35s 3MOGHO0IMWO
dofjrgdols x533900Lm30L  BsgEsMgdobsm LgdBmGmeo (350 dmcol ICT) GHolggdol
1553993¢0560 FgBolinds. 3OHM39L0 BM0sHBOMYBIL 6xdollBogMo dmfiygzesmdols, 3,m@nbgom®o
395396bgd9d0Ls ©s E3MI0IIMEgd0L 0©IBEHOBOEOMYIL ST 3MOEH0IM dofmmgdols
X53300.

U000 350205 OS5 O ™35

06356905 J0Bbs 0LEbIgL I0yETIML s IMbEgL 3HoE03Mwo JofjmEgdol xs33gdol
©039ML0GROISE0S @S  353MOMOEbml  (39¢39  FIOGHOWDb)  ©FMIOEYOMEGDS.
50b0dbMmo  goblogmm®gdom  360d3zbgarmzgsbos  olgo  dgdombgzgzqddo,  GMmELLS
dofjrogdols %5330 mbsfioengmdl Jgggebs, HGmIgwos 3m@)bEom®mae, v9gdbols Lag®mbgl
5808-U.

5 Pshdmbol 35 9905

06dsbgds  doBbo  obobogl bgawo Fgmhgml  dos  Ho®mBmgdol  Tglodegdarmdgdols
399096MgdsL, s FmEOL ICT 300G039wo 30033MmbgbEHdOLM30L. 50bodbmwo dmoEsgl
06395303090l §9M3Mgd5d0, 33¢g3580, 2963005MPOBS S BsdmBstm dsgols Imdbogdsdo.
8o oM3mgdols  25dmogmgds  bgeml  ofigmdl  mgbmger  dmdfmegdergd®y
€059t300090v)emgd0l 3g9306MgdsL s 59eogMgdls JofimEgdol Ks330L MLOBOHNbMYINS ©s
15509900MMB.

30235300(99980056 @05 3560H60H980056 365D

8 https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/24/executive-order-on-americas-

supply-chains/
|
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| ICT 80fr9d0L x 5330l MLsgmmbmgds

06356905 JoBbs  0LObgL TM3s3806g J3996gdMb S T39O 35MHGHBOMEMGOMSH
0565d3GM3mdol  99doboBagdol  g5dE0gMgd A MdIMO  ofimEgdoL  ¥sF3g0O0L
1BOMb39LoYMBs©.  5©0bodbmwo  IMosHOIPL  gOHPMOO3  3MM9JBHIOL  Lsghom
L9bEIOEFRDBY,  Lorzgomglim  3Mogd@ogsls s dofimegdol  xs330lL  Lag®Oombggdby
30mM0boMhRME  3slbgdbg.  LogMsdMGOLM  0sbsFIMMAWMds  LalogmEberm©

36003690 m35605 4anmdocrMo Mobggdol dmbog3sM9deo@ s ICT dofim@gdol xoF30L
900 056md0L BOHMb3geloygmays.

50O Ydgwo dMs69d0L Tglodsdolo, 593 3mIgME00L ©I35MES6GLs (Department of
Commerce) s L53IMBEML (o) MLIFOMBMYOOL 35O GHS6EL (Department of Homeland
Security) 5935w ICT 30fm@gdol %533900L MLOBOHDMbIdOL Logzombgdol Jglfogws o
99Lsdsdolbo  M93m396o30gdol  ImIBsYds.  dMABIIOL  FMvegdol  Fenonmd  sbas®oddo
fom3moagboos  ©93m39bs30900, MMIgroi  2o03s 9990  ICT  Lsdmgfizgem  35Bol

99L5dBgs,’:

9 https:

www.whitehouse.gov/wp-content/uploads/2022/02/Capstone-Report-Biden.pdf
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ICT 80fr9d0L x 5330l MLsgmmbmgds

533-U ICT {o®Tngdol dsBob 35de0gmgds

MbogHObM © 59330035009 dofimgdols
X533900b 899390300 IaMsMdOL dowfigzs

L. Sﬁ\m 5dm6olbm -3 ﬁ\&\ﬁnmﬁxsﬁm\ﬁ
056599 Mds 533-0b5 s
090035380699000/35OBHBboMmMgdoL dofimgdol
X53300 MLsxOHMbMIdOL

3oL AxMBGLYGIW. 535L0b,
L59M5dMGHOLM LEsbIMEHJOOL
8904985390580 dmbsffoangmdobs s

0639&H03E0s LEdMIsgwm ICT 33wg3sLs S
396300006090590

Py PR Q-
F)D(')U)UQ’(')—U()U BO U('PQ)D

ICT bs3dw)dom doeol Bs0gws0bol
35309690

FOHMI0LS 5 JoMYIMLOSE3000
LEO6IMHJOOL godE0gMgdol bgwdgfymds

06MLEH®00L ©s063gMgligdwye
3b5M990056 25BOOO BsHMYMDS

ICT 06MLE®Oo@o d5%ob dglffogws
0b6MLGHM00L 33630050930l
3mbo@M®0byoby s 4MHIGE3500560
3003 030L ©393930L doBboom.

Q0I5 6: 5C05bEXem989¢00 86056985 5690300 Joferdol 53396y (EO 14017)

GITAC

31



| ICT 30{m©9d0l %5330l MLsxigMmmbmgds

1.1.1.4. B9@9G5er96%0 Ggbyo®3980b Bofragdol x5 F90b #lisa@Gobegdols (FASC) sqgho (2020)

2020 §9eb 53mgdgms B9IMsMo 39ligozgdol dofjmgdols X330l MLsgMmbmgdol sgd@o,
™G0 359m0baGgmdL 2018 Ferols SECURE Technology Act™-0@0sb. 5060860 @0 seggbl

dofjmgdols o330l Golizgdol JsMmzol Bs®Rm BgIMsEnMo Tgligo3gdolm3olL. MHgywIEs300l
doM005O BMIMB0S LHOBFMOTs30M S bO3MIMBO3Z530M BYIbmEMa0gdol (ICT) MBsgMMbMYdS.

ICT 3020 900L % 53F30L MLOBODBMYOOL M HBEOB39wLYMRBI, 5dEH0 00035¢0L{0bYdL F9dgL:

R90IGsere650 dgbygo3980L “bsxGbegdol bsd jer (FASC)

54BHom 3960LsBP3MGds BIIMHIOO TguYo3900L MBsBOMbMYdOL LsdFml doBbgdo,
3500 M0l 3m0o@GH030Ls s 3MmEgEMM9dol 390853900l 39¢gdYegds ICT dofjmgdols
X9F30L  Mol3gdol  dglisdEoMmgds®. LodFm  FoMmOmoagbl  39bGMmsmG  wiygdsls
B9EIOMH 1s5396GMdL ImMol, “mdgwos MHBOHMBIGYMRL gMmosbo dJoymdol
B59MYy5e00d905L 30 im9gd0olL X 5F30L MBOBOHNHBMYOILMSE ©s353006Md00).

FASC  §o60mogbl  50dsbmvangdgero  9GHmb  MHggdomsdm®ol  bsdFml, Gmdgeos
©33033@J ORI oo:

o LsdFml 03dxMA56MY - IgbgxgbBHOLS s dBoMXIEHOL mFBoLol (OMB) »Ismerglo
©@Mbol 35658gdMmdoL 3060.

o Bmoo bgM30LgdOL 5EToboLEBHMSEO (GSA);

e 15ddMBOML MLOBOPHMIIOL 35O EH>TIbE0 (DHS);

e 9HM3699w0 sH39MH30L OMYIBHMEOOL 535M5E0 (DNI);

e 053053308 ©Y35MGHS39bE0 (DoD);

e 0MLGHOEO00L Y35ME>dgbGo (DOJ);

e 3m39M3E00L ©93sMGH96E0 (DoC).

®ols 30l dgasligds s Gmdocemds

5JBHolL  Log3d3z9dg, LEdFM  Zowgdeos  FgoRsbmlb  ICT  dofimgdol  x53F30056
©5393806093o  MOL3gd0. LsdFMl FoBsbos, 09306 0dbgl sgowgdmwo  ds3b69
59BH™MM900L dmbsfiogmds 539 gcoMo ICT Lol gdgdol dgbyozgddo.

3209050m20Us 50mby bols U odealso

59BHOL 565b3s, FASC-b 5g3b 953¢0gdsdmbiogngds gsdmbiggls 536dsemgols s gsdmbszgroliols
35009960l d0Mds6gdgd0 ICT 3HMEMIEHIools s LgM3zolgdolomgol, MMmdwgdos 9goEegl
9636990 MLsxOmMbmgdol MHolzgdl. s0bodbrwo 36M3dsbgdgdol Jobsbos, 6 ©owgdgzsl

10 https://www.federalregister.gov/documents/2020/09/01/2020-18939/federal-acquisition-supply-chain-security-
act

11 strengthening and Enhancing Cyber-capabilities by Utilizing Risk Exposure Technology Act -
https://www.congress.gov/bill/115th-congress/house-bill/7327/text
|
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| ICT 80fr9d0L x 5330l MLsgmmbmgds

3m@gb3oco  Lag@mbol d9d33geo ICT  30m33mbgbEgdols dglyoas  139EIMSWME
hygd90do.

068635500 35bosH98s

GITAC

59BHob  Ldxrxmdzgbg,  LsdFML  ©og30LEMmS  BIPIOSE  figgdgdls @S  39MIM
6600530908 FmOOL  06g3MmAA>300L 330Gl  Jgdebobagdols  bgerdgfigmds.

LoxMmbggdol sBzgM3zoLs (cyber threat intelligence) s Lom39m9gbm 3MgG030L go3awrol
b9 dghgmdom, 5J¢0 sdw0gMHgdl dofimadol X o330l Hol39d0L godm3zegbol, Mgoa0Mmgdols
5 39600900l 3mwgdGHo© MbsMb.

500, bsb 025690

LodFm  3sbbolidagdgros Bofimgdol Xs330L Molgol Bs®Mm3ol LEGsbEsMEIdOLS s

Lobgeddzsbgmmgdols G908s39dls s 393MEIgdBY. 50b0Tbo  LEsbEIMEHIdO
95356905 BIOSME  BosggbBHmgdl dofimgdol X330l Mob3gdol Fgnolgdsls s
05(3500.
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1.1.1.5. NIST SP 800-161*? (Supply Chain Risk Management Practices)

90{mgdol  xoF30L  3009HMLIROMbMYdOL  MOLZGdOL dsmgzgs (C-SCRM) 5600l LobEgdwmedo
36Mm3gbo,  GMmIol  dobsbos d0fmgdol X330l LEer  Lsbogmaberm  (303¢d0
0©963H0xR0E0MIOME0 s FoOMMEo  0ym  30dgHMoL3gdo. NIST SP  800-161 dobHsbos,
65605306 osfimml bsbgerddmgsbgum 3000098780 0ol MsMdIBY, 07 Gmyme g0degds
dmbgogl ®olizgdol 0IbEGH0BOEEMYDds s dgnsgds, MOl bsgmdzgEbByl MMYBOBIE0s Tgdergdls
oLl  FsMmM30L  3OMEglgdol  BYM3ZLS S  3MBGHGMEOL  99ds60BIgdol  I6gMRZ.
Lobgeddwgsbgemdo Homdmoygbow 8000mgdgd0L gt IegdsHg 3slwbolidygdgwo Fgodwgds
0ymb MmOsb0B300L bb3sslibzs ghmgmyeo (56sdbmem IT s6/©s MLsgMmbmgds) bbgsaolbgs
SCRM 396:399GH0300, 153gd5dmlowgdoms s LEFsMMNGdMH030 39dsboBIgdom.

12 https://csrc.nist.gov/pubs/sp/800/161/r1/final
|
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NIST Cybersecurity Framework (CSF) Version 1.1

SP 800-30, Revision 1, Guide for Conducting Risk Assessments:

SP 800-37, Revision 2, Risk Management Framework for Information Systems and
Organizations: A System Life Cycle Approach for Security and Privacy

SP 800-39, Managing Information Security Risk: Organization, Mission, and Information
System View

SP 800-53, Revision 5, Security and Privacy Controls for Information Systems and
Organizations

—

—_
—
©
\—I|
o
o
0
(a1
n
'_
0
=z

SP 800-53B, Control Baselines for Information Systems and Organizations

SP 800-160 Vol. 1, Systems Security Engineering

SP 800-160 Vol. 2, Revision 1, Developing Cyber Resilient Systems: A Systems Security
Engineering Approach

SP 800-181, Revision 1, National Initiative for Cybersecurity Education (NICE)
Cybersecurity Workforce Framework

23082965 7: NIST 3298¢00,3530980 05 Joffeaogdol xs,330b #)bszmobegbol 30656980

NIST SP 800-16 1 Rev. 1 1139305¢9MHO 390035305 F0EOM 353806305 339 sOLgdMeo, NIST
3900353090056 06530530090 s 30896 MLOBOMbMIdOL F0doMmIEgdoom. glsdsdobs,
M6oboBs3osl, OMIgmos 339 0Yghgdl  MMIgwodg  bgdmblighgdmer  3mdEogzsgosl  /
Lobgdd©3569emlb Jgvderos JoMEH035 I906EJAOOMML Jofimgdol XoF30L MbsnMmbmgdols
dmb™36900 L3P HOLZGOOL FoMM30LS s Fos JMBEMMEOL LolbEgdgddo.

NIST SP 800-161 Rev. 1-0l 8053560 30Bs60s, 9054039 MmEMR9b0B3E09dL ogbdotml dglslyo
ICT  30Mm©vdBHgomsb 539538060930 253mfi33900L ©oderg3zsdo.  9em-gomo  sbgoo
36033693560 gs9mfigggss ICT s LgM3zolgdol dofjmmgdol XsF30l bogsmds (visibility). Mo
WROM IgBHo© 0BOEIDds ICT s byMzoLol 3Jmd3mbybEgdols 3mO3egdlv®mds, doom dg@o
030600905 MMRB60BE0L Fofimgdols x5330L LONEOo bozsMdS.
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Supplier
Supplier
Supplier
i
[ Supplier
<l System
g Integrator External
L Service
Organization - Provider
External
~ Service External Supplier
| Provider Service
~ Provider Supplier
Ext " External
X er.na Service
Service 2
: Provider
Provider
Supplier

Reduced Visibility, Understanding and Control

208905 8: JopraogBob x¢sF30L boergscomdob 30265993305

3309308 3069306  2odmBEobsty,  obsdpgdstg o380  gobbowrymos  ®sdgbody
36009369 m3560 md960, G®MIgElsE 3963l NIST SP 800-161.

C-SCRM 065936051305 93560Bs, &0l 29800 35 ol BstBmdo:

NIST SP 800-161 399003530500 {o6dmaqboos dofimqgdol xsF30l 3009M60L3gd0l
o630l (C-SCRM) 39mm©Mmermy0s, G™MIgeroa bos ©s0bEga®omogl meysbobszools
9600056 HolgdOL B30l FoEYMIsTo. 3MrMmELO BMmOEI3L:

e Frame Risk - 5450390l MOY60Bs3ooL ICT Hol3gdol 3mbGE)JuEL, GMIgwdos
b5 063JM0MHIL dofirrgdol xsF30L Mol3gdo.

e Assess Risk - 30030370 md0L, Log®mboL, MYz sEmdol,  SEIdIMMdOL,
b99mgddggdols s bbgs 3038060900 0bxm®dsgool dodmbogrgs s
0b@9m36M9Gs30o.

e Respond to Risk - ©0b3gool T9x3sU9d0L Loxgdzguwdg 3MbEHMMEMgdol T9gMbg3s,
6905 Q5 PobbmM30gmgds.

. __________________________________________________________________________________________|
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e Monitor Risk - ®oli3ol 353c09bols 3dogo Imbo@m®mobyo s Mobzol d9d30Mgdol
30bGHOHMgdol 95399@IOMdOL Bgsdbg3zgEmds.

2089695 BGbIB0l 0bAISHOGIBs Jofr@gdol x2s 330l 36Gempgligddo:
399003530580 {oMIm©agbowo 3mbGHMmMEgdo ©s 3009MMO0L3IJO0  5ISEHOMIIMWI0S
90fmgdol  xoF30L  3MHMmEgLYdBY.  Fofmgdol  xoF30L  Lbbgoolbgzs  9@s3bY
2356bmME09WwgdMwo 3ModBHozwo d9¢9g30L LEgbs®gdo Fsbbowmrmos 33930l dgliady

”s300.
A Threats § Vulnerabilities

Adversarial: E.g., insertion of malware, External: E.g., interdependencies in the supply
counterfeits, industrial espionage, supply chain (primary suppliers with common level-2
disruption, service outage, foreign intelligence suppliers, supply chain entity weaknesses
entity (inadequate capacity), inadequate cyber hygiene
Non-adversarial: E.g., natural disaster, Internal: E.g., vulnerable information systems and
poor quality products/services, geopolitical (war), components, unpatched systems, ineffective
legal/regulatory changes affecting security controls, lack of cyber awareness

supply (sanctions)

4 Likelihood (probability of a threat exploiting a vulnerability[s])

Adversarial: Capability and intent Non-adversarial: Historical rate of occurrence

$2 Impact —degree of harm

Ex. Impact: Loss of customers and public trust due to data disclosure
E

To: mission/business function x. Impact: Loss of classified information resulting in compromised national security
Ex. Impact: Production delays due to supply chain disruptions

Ex. Impact: Loss of intellectual property due to data exfiltration

% Cybersecurity Risks Throughout the Supply Chain

Q08965 9: dofrrgdol xs330L 308966003980
C-SCRM-ob 5305 dgbs; U 3 Lido

309003530080  foMdm@ygboos  ofimgdol  xoF30L  30dgMMLOBGObMIOL
3m6EBMMgdol 0bEgaMo3go0l 1iggds measbobszool dgliyoagdols 3Gmagldo. 396Mdm,
d9byo3900L Lsbogmabarm (30300l ds6dow By 2olomzowolfiobgdgwo s alsbgMao
3MbGHOMgdol dgds Fomdmagbowos ffobsdpgdstg sbowrdo.

sb®ocro 1: doffergdol xs330L #)bsgmobrmgbol dmobmzbgdo d9liyo3980L bsbogeagbere ozc7d0
. __________________________________________________________________________________________|

GITAC 37



| ICT 80{m@gd0L X 53F30L MLoxzOMbMds

dglobyoo  bgM3z0Lol | Msdgbo dgLoliyoo 3600 gdEobL
36030370 md0b d9Lsd5dob0YS 360303 md0b
29bLsbO3MS dnbM36q0msb 29bLsBO3MS
C-SCRM 3mbEOHmergdol | C-SCRM C-SCRM 30bGHOMEgdol
996B935 / | 309BGOMEgd0l 990B935 / 0009bGH0B0E0MYdS
096G 0B0EOMYdS 896Bg3s /
0963050306090
Molggdol Lofiyobo | Molizgdol  Lafgolo | 3GmMIEoL
d9935L90s (due diligence | 99535b9d0s (due | sen@gMbs@ozgdols
300bg569d0) diligence 9dm33w930 (N
3000b3569d0) 09bsgmmowo  MHoliggdol
390m3gbs
C-SCRM C-SCRM Pre-deployment  ®obg3gdool
dnbm3zbqdmsb dmbm3bq0msb B9535L905
dgLodsdolmdols d9LsdsdolbMmdOL
©>©pJb> Rt/ KN
0ol39d0l dgxoL9gds 603900l d9BoLgds
Gobggdolb  1ifjggado | Goliggdob  figggdo | Gobzgdol 93000
dmbo@mMobyo dmboBm®obyo dmbo@mmobyo

sbsGo A: Kbsx®bragdol 304H6Gemgdo

300353006 ©sbsmo A dmoEogb  dofimgdol  xsF30l  3009MHMLsRGMbMgdOL
3MbGHOMgdl, HMIgwoi doMmomss®, 9xw9dbgds NIST SP 800-53 R5 3999¢035305U.

OVERLAY

Rev 5 Security Controls

005Lmsb,  sbsMNTo

fomdmygboos

0535(%)9d0mM0

3MbGHOHMgdo,  HMIgEos

13930800 ICT s BYM30LgdOL JofimEIdol X 5F39d0LsM30L.

ENHANCED OVERLAY

Extract NIST SP 80053 3

Relevant to CSCRM

Add Supplemental
Guidance

Add New Controls

APPENDIX A PROVIDES

Control Title, Levels, and

Supplemental Guidance

Control family description,
individual controls titles and

descriptions, and
supplemental guidance

2082965 10: Jofragdob xsd30l #)bisgzmombegdols 365G ecmgdo
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1.1.1.6. 9(3629¢70 0253033306 53(9G0 Y3300 5990 (NDAA) 20247 05 053053300
06 AGoXIe0 85Yob (DIB) 3089(9l596G0bmgdol bd®sBdgaos 2024

05300533306 96OM36990 533 MOHOBoE00L 50 (NDAA) 5 353053308 06MLEHMOMEo 35Bol (DIB)
30096MBsBOMbMYdOL LEMOE 0o 2024 50gbl JOMOMOE 35¢YOYGdOL 50T 635330l
09350399630l (DoD) s dobo J393mbEHMsdEMmMYdol 0dstm. 39MHIM, MYRIES300LS ©d
LEHO3GHI00L MAMZMYLO Jobsbos, MBOHMB3gYmBowo 0dbgl 539 19308330l dsemgdols bgenod
50LGRMo ICT s byM30Lgdol F90s0a9bgero 3MI3MBYBEHIOOL LooTgEMMDS s MLIBGOBAYDS.
396Lo3MMOgdom,  S0Lsb0Tbsg0s,  OHMI  3MBGHMSIGHMMIOoL  LodMsgeg,  FgliyoUyemo
3996memma0gd0ls s 3m33mbgbEYdoL [s®dmdsgummds s b8o®m dgdmbggzsdo sdm3ogdengds
"3bM 9399690Bg BOOL Jofimgdol o330l HGolzgdL.

STRATEGIC NESTING

I NATIONAL GUIDANCE l

. NATIONAL DEFENSE NATIONAL CYBERSECURITY
'..,‘;: E STRATEGY STRATEGY

DEPARTMENT GUIDANCE

| Dop smaLL DoD j@. NATIONAL DEFENSE .
BUSINESS CYBER 4 INDUSTRIAL ‘
STRATEGY STRATEGY |~ ... STRATEGY

Defense
REFERENCE GUIDANCE Industrial Base
- Cybersecurity

. Strategy
R DEFENSE INDUSTRIAL
= I —
5 SPECIFIC PLAN

R08)5 11: 0253033306 060AHGOI0 85 DO 3089(529b533%00b9d0lL bhHshgaos 2024

0bs8gdstg o300  FoMdmagbowos ol doMomso  F0FoMmMIENgdgd0,  MHMIYEOE3
99356 MM0s 3300930l J0HBbgd0Hb FodmIobaty:

13

https://armedservices.house.gov/sites/republicans.armedservices.house.gov/files/FY24%20NDAA%20CHM%20Ma
rk%20Package.pdf
1 https://media.defense.gov/2024/Mar/28/2003424523/-1/-

1/1/DOD DOB CS STRATEGY DSD SIGNED 20240325.PDF
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LOE 1 LOE 2 LOE 3

Convene & Coordinate B Share Information Assess Risks

Advance Whole of
Government Effort

Align Vision, Resources,
and Organization

Break Down Barriers to
Government & Industry
Cooperation

Ensure Bidirectional
Exchange on Threats

Improve info access,
flow, timeliness, and
relevance

Identify Critical Facilities,
Programs, Technologies,
Materials

Assess Threats &
Vulnerabilities

Identify Choke Points

LOE4 LOE S LOE 6

Manage Risks Prepare for Emergencies l| Incidence Response

Ensure Critical Facilities

Secure Against All Threats Advance Resilience

& Security

Track Critical Facilities

Spur Efforts to Manage Report on Impacts
Risks to DIB + other Ensure
Critical Infrastructure Communication Mitigate

Sectors

20895 12: bh3¢99800b dotoomswo dobbydo

Hols 20l 890351980L5 oo ol 36

593900 5353 gdL 63330 ©Y35MESTIOEGHL (DoD) Bos@sMML ymzgwoldmdElgwo
603900l d9nsL9gds ICT Fofimgdol x53F3900LsMZ0L. GHMOOEOI MOLIBIIEGHMMGOMN

905, 5060360 51939 IM0(353L MEFbMLYGO bs3MMIdOL, 3MBEMMEOL 36 bgyszergbols
6oL3d0L  0YBEHOROE0MYPINL s 99d30MgdsL  ICT dofimgdol xs5330L  3M0GH0ZME
3003663 gdbY.  J0Bsbos,  WBOHMBlgwymzowo  0dbg  ®o3ws330L  3MOGH0IMWO
LoLEJIgOoL BE0BMDY, MLsBOPHMYdS s FJOIRMDS.

30896295 RGDbIBOL 36359H020L 3590905985 s bhobsBHIB56 FglisBsBolicads

594900 935¢ YOOl 05305330L ©J33MEIGBAEOL 3MBAMaJBHM™MYOL TgLladsdolbmdsdo
043696  3009OHMLOBOMBMGOOL  2obsbEgdE  LEbIMEJOMsD, dsod  dmeol  NIST
390506905 s 3009MMBBOMbMYdOL LodFoxzgol ImYwol LBYOHGHOR03ZSE0LMb (
(CMMC) 2.0).

050, U vs 320l 0] 5305 ¢

mgbmga 9mfmgdwgdby, 239bLs3MmGd0m 9cfjobssea 69d0l
8m0frcgdemgdHg 580 3000g0vegdols dglisdzoMgdesm, NDAA 2024 bgwls ¢fiymdl ICT
90{m©gd0L ¥s330L 039MLOBOIS30L. Ol byl MfiymdL 35MEHB0MMMdSL bLsbm doEs s
__________________________________________________________________________]
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9m3538069 93996900l 9mIHmgdEgdmsh, byl »fiymdl 0bmgzsaosl s MBMHMb3geymRL
3 3H9MbsG0M §Yomrmgdl 30:0¢03w0 Ggdbmemyngdols s 3m33mbgbEgdolmaol.

Industrial Capabilities Report January 2021

. and become the Commercial Center of Gravity.in the World
ll I sr—" « A Major Disruptor

ey oy China

EI‘—- 1 4,000 Active Shipyards
§ Aircraft Manufactured and

U.S. Defense Industrial Base m
China’'s Goal: Constrainthe'U.S.

125 maintained annually 97% TALL G boas >
Fragile Suppliers are delivered by foreign ships
From 2001-2015
17,000 companies - . * 2nd Largest Shipping Fleet in

d the world
« Constructed 1/3 of the world's m
vessels in 2019
W - Produces 96% of the world's
- shipping co’n(amers. y
' ~ "+ Produces more than 80% of the
ery s world’s ship-to-shore cranés

* Qwns 7 out of the 10 buslest
ports in the world

ceased being prime vendors ':"‘\

for the DoD

* Semiconductops/Microclectronics

* Space sptellites and imagery
* M, * Unmanned Aerial Systems
The Defense ' N * Sfrsors

Industrial Base = = A< ) \ | &

WorkForce

L Welders e U.S. Defense Industrial Base ‘ ' I Z"7 8
Electricians consists of more than 100,000 companies 743 iilion
Pipe Fitters and their subcontractors Billion Facebook’s
90/ Techs Globally the domestic and foreign companies Market Cap Market Cap
f Js AECC"“'I“N“‘ n the Defense Industrial Base could exceed for the 10 |argest
of U.S. Employment 1 60,000 DoD'Suppliers ..y reteased by 000 January 2021
R08965 13: 599 05305330L 0bOAHGOI0 BsYs
0b2m®ds;00b gsbos > 02565096720 :

396L537PMGOMO 5d396G0 390GV LoxsGM-396HAMm 0056538(MIMdOL dgdsbobagdol
2963005MgdsLs 5 9853OMMO©,  J0BYALIROMbYGBOL  Fglsbgd  0bBMMIszool
39005Mm9080L 36009369¢Md5BY. 053053308 ©Y3sMIFSBIBGHO 35w GdIM0s T9Jdbsl s
MBHOHMDZgyml  Mlegmmbm  Logmdmbozsgom  s®bgdol  dofim@gdol  xsF30L
90§943050MdOL A5B0sMYBOLS S 50IMBb3MOL JoBbom. Fabswolgdmewos gBHMOMdIWO30
doolibdgzs  Lbywy3900glm  3ModBHo3zol 993w daggdols s FoMmdmdmdow Log®mbggdbg
69530609000 LAMOEJ09O0L gl To39DWSW(3.

5099 35 Us 500800 Hobss BOAmems:
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593900 doBbs olsbsgl MEbmGmo 5gGHMMYdOL F0gM K5dM0mdoLs ©s BYimgdggdols
396530900l §0bs508gy 3MIMSL. 39MIM, J5BLHBOZOW0s LagMmbol d9d3ggero ICT
36MHMm©MJBHJooLs s BYM3z0L9d0L 0IBEGHOBOEOMYOOLS s T9bem3ol dgdsboBdgdo,
I gdo3 HoMm3moa 9696 Musg®mbmgdol 360d369emg56 ®ol3gdl MEbm®mo yogwrgbols
259m.

Absqs, 2905 Jpo®g s bsdrsene bsfskdmgdoborzol:

GITAC

33069 s Lsdmoem doBbglo Labogmabwrm HMEL Msd5dMmdL 8305330l dofimEgdol
X93300, Tglodsdobo®, 003W0o330L  ©I39MGHSdg6G0  MBOHMBlgymal  oBbmdIGOZ
IboM53FgM3L 5 d0BbYLGdOLlmM30L. 50b0dbMo  FMEolbIMBL  300gMLIBOHMbMYdOL
M9Lm®LYdDY bgedoLsfzmaMdLL, BHMB0BYIBLS S FobsbLwE EobTsMmgdsl, Msms I30MY
@5 bsdMoem  doBbgLds  Fgderml  30¥9OWMLIGOPMIdOL 335300  IMmObM3zbgdOL
0530594MBO9ds.
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1.2, 936™3538060b 3509490093900 BSOBML 5b5¢r0Bo

1.2.1. do6H0m5©0 MJIs30900 S 99¢Jdo

0l 5 bs0bRMOHIS3O Lo ol o 035~ (NIS 2 Directive
bgcrobs s bsobimGdsgoe bolidgdodob @o®gddhozs™ ( )

2022 fieool 14 ©09390096L 9330300 o 2023 Farosb doersdo 89300 g3Mm3s3806mHol Jugemols
5 0b6xmMA>300L MBIBHNbMIPBOL oMgd@ogs 2 (Network and Informatino Security Directive 2)
§o®Bmoygbl 306390 NIS oMgdE0g0L 256sbEmgdsls, HMIgwoa 8oBbs olsbogl assdewog®ml
3009OLogmmMbmads s  3O0G03MNwo  0bxMILEGHOMIGHMGMOL  dggamds  93M™353806M 0.
39b5bgd Mo MgyMEsE30s 00035¢0olfobgdl 30M39w OMYdEH035d0 Fodmazwgbow bsezgHYdLS
5 259mf39390L s 5fglgdL MGBOM 3536 MLITROHPBMYdOL Fmmbmzbgdl.

NIS 1 and NIS 2 | NIS 2 additional sectors
3¢
;4 A "B\ WASTE WATER
@
’ ENERGY 7/ HEALTH I -
:h MANUFACTURING MANAGEMENT
&Y TransporT 30 DRINKING WATER | PUBLIC
. 'Il‘y,. POSTAL & COURIER ELE ADMINISTRATION
%, DIGITAL | %%
) BANKING SPACE
3 (E) INFRASTRUCTURE | £23%, PROVIDERS OF PUBLIC §

| EE: ELECTRONIC COMMUNICATIONS o RESEARCH
an:’_l DIGITAL SERVICE NETWORKS OR SERVICES "gjl

|
7 FINANCIAL MARKET 175y
IM INFRASTRUCTURE """ PROVIDERS : @, ICTSERVICE
| B2 MANAGEMENT E CHEMICALS

208905 14: NIS1 s NIS2 0ot99h03900b Jgostgds

NIS2 oMgd®ogzs 8mgdgwgdl 93dm3s3domol Fag® 399469080 s 00z5eolLfjobgdl bgsslbgs
LodBH™MoL 30FsM EsFLYdME  30d9MNLIROMbMBOL Fmmbmzgbgdl. 39MdmE,  ©OMYJH03Zs
3M39©Y0s 0lgm 3M0G03M BgdBHMMIdDY, OHMYMMOE 969MRIGH0IS, GHMBL3MOE0, Lsdb3m
bg3gMm, X%9605335 5 30BOVYO 0bGOLEHGNMIGGS.

NIS 2 00995035 595¢»0898L 10 360369¢2356 Bronbmz65L:

1. 068m&Ods30wwo LobEgdgdol Goligzgdol 99isligds s MLOROMbMIdOL 300G 3d.

2. 9bsgO®Nbmgdol 3mbEGHMmMEgdols 9839dEMOMdOL dgx8oligdol 3meo@03s s 3MMEIPMYdO.

3. 3003GHMaM55300L 358mygbgdols 3memoG03s s 3OHMEJIWVIMJI0 s, BoFoMmmgdol d9dmbggzsdo,
53093300,

15 https://eur-lex.europa.eu/eli/dir/2022/2555
|
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10.

Mbsx3MmbMmgdol 0630gbEHYIOL F5MMZ0L 3905.

bobiBgdgdols gligogol, LoliG)agdol 3sbgz0msMgdolls s gudermo@sEool Mlsg®mmbmgdols
MBOHMb3gwymes. s0bodbmwo sbg3g 6036531 dMfY3esEMBOL BoMmM30Ls s MY3MMEH0bYOL
30E03db.

30090LsgMMbMgdoL GHMIE06YYd0 s 3MB30MAEHIHYYIEo 300960l 3M15gBH0350 IBIMAZS.
MbsROMbMIdOL 3MMEIMOMId0 ©s dmbsEgdgddg H3mdol fgligdo sb533HMImgdolim30l,
OMIWgdLs3 99300 fgomds bgbboGowme 6 9608369wm3zs6 Imbs(39993BY. Mg wszool
393egbols bLgzgMMdo 89035 MEMRRBODsE0YOL S1939 bs 3JMmbgm BoEIMGOMEO 5gE030l
365¢0B0 s NBHMB39wYmb om0 LMEOS® Fodmynbgds s Fm3yMmds.

d0Bbgls m390530900L 50030l 3gads MLIBOMLMYdOL 0630©IbEOL MML ©s Job Fgdwgy. g
603653, MM LoMgHgmzm SLErgdo bs 0gml gobosbgdyeo / d0dobsdy. sBg3g, Mbos
0MLgdMd©IL  4gads IT  LobBHgdgdbg @s doom  Lom3gMsgom  BwbJ3098%g  (zomdol
MBHMB39LOYgMBIE MBOBOHPBMYdOL 0630 BEHOL MM s dob T999Y.

3653507354 GHMM0560 530096¢0530353000, YFY39G0 930096GH05B035300L FHY39G0WIdIdOL,
bdob, 30009ML s GgJuBHOL SFORZOHOL s ESTOTROHWIO B0 J9YIWPJOJI0 3M3MboIs3z00l
299my9gb9ds, Lo FoMHmgdol 9gdmbggzsdo.

dofjmrgdols %533900L > dMIPYrrEgdg  3mA3560sLmD  YYMMOgMmMBOL  MisBHNbMYDS.
30035609035 »bs 50MmBOME Msg®MbMgdol BmAgdo, HMIgdoi Fgaledsdgds MOMMYME0
306530600  J0dfMm©adeol  dmfyzmomdsl. 9909y 3335609805  bs  Fgoggslimb
MBOBOPHMYGOOL LogPmnMm ™bg yz9ws ImaHmgderobmgzol.

33930l 30Bb100b 98mB0bsmy, F0bsdwgdstg ms3do fo®dmaqbowos NIS 2 oMgdEozoL
dmbm36900 ICT 0{mgdolL %5330l MLOBOHDBMIdOU.
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NIS2 COMPLIANCE ROADMAP J 7° Test, Review,

and Improve

6° Supply Chain
Security Measures

5° Information Security
Management Practices

4° Cyber Strategy
and Governance
Framework

3°Conducta

2° Cross=-functional
Gap Analysis

Compliance Team

1° Understand NIS2
Requirements

Q08965 15: NIS2 0009990300 d9bs8sdoberdol bsderfdgco 3950s

©0M9d3H035 3M(39©Ids 930™35380600L (9300 J39969d0L 03 MMPbobs30gdDY, HMIgwos
390905 , 30000 @ ,d6083690M3560” MOYIBOBsGOOL JsloBoZsE0sd0. Fgbodsdobs,

30{mgd0L % 5330L 3063 9JuET0, MEOYIBOBGOSL J39¢YOIMGdS:

doommls ICT dofimEgdol xs330L MLsBOMbMYBOL BMIYPO - Moz 3IeolbdmdL, dodfimpgderol
6ol39dolL  Jgxsligdsl.  s©bodbmaol  Botyargddo,  99gdbyozqgel  Jgwderos  Jgogsliemls
98(m©9d9wo 30835600l 3009MLIROMbMIdOL Lodfogy, 365dE03s, FoObmwo 0bgowgb@gdol
obEMMos s Ubgs. ymgzggeozg Bgdmblighgdmwo gbds®gds dgalyoazger  MmMAs60Bs300l
QOMME5© PobLOBOZMM™L Jgbgoryer ICT s bYMZ30LgdMD s39380MGOMEO TMFY3W SO MDJdO
5 MHol3gdo.

M583OHMbMIBOL 0630g6GHIOOL Hg3mME0bYO s LsRMMbYYdOL Bglsbgd 0BBMAHIs30L FsBOSMYDs
- 1B09JdBHIOL 39CEYOIENGdS 59300 M HBEMIMB39gEYMmb MLsBMMbMYdOL 0b30IBEHIOOL Tglobgd
35693 M0MJOJ  MmORobMgddo  M93mMGH0by0. 939, POMYWOE A9sD0sOME 0bzoIBEOL
dglobgd sMLYOMWo 0bBMETs305, HMIWYdOE Fo3whsl sbgbgb oo M3gMo309dHBY 96 oo

90fimgd0l xs3F3bg.
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90939030 0mbo@Bm®mobao s oixmdglgds - LMB0gdBHIOL  Bmgobmggdem  3MIozs©
53mBGHOHMWMmb 0530560 ICT  Fofjmgdol  xs3F3900  gobgboo  LsgzOHMbggdols  ©d
9m{y35Md9gd0L J0do6mm. g M0 EI3L MBsBOMbMYBOL MGG 59EOEL, dgrfigzo0mdol
993355905l 5 Fo00 MBOL IMboEMEOOLEYOL 0bLEHMTIbEHGOOL IBYMYZSL.

BgOGH0R03305 @5 BHobamGobsgos - NIS2 byl ¢mfigmdl  308960Lsx3G®bMgdOL
LYOEGHO0B0E0MIOOL 1Jgdgdol godmygbgdsl, Boms Asdmygbgdro 3HM©MJEHYdo, LyMzoLgdo s
3639900 MBOHYB39WYMREIL MBOBONBMGOOL LESBEIMEHIOL.

Digital Operational Resilience Act*® (DORA)

2023 ool 16 056356, dsensdo 9930 30BOMWOo Bom3gMo3om 3yMsmdol sg@o (DORA),
OmIgeroi §oMImoygbl 93MMm353806M0L 09356 Bo3sbmbIgderm MgymesEosl 53obsblivy®mo
LgdBHMOOL 308360 CbROLAMNIGHIOOL J0dgMLIBMMbMIdOLS s Lom3gMaEom AEyMsEMIOL
93U53e0gMgdES. MJAMo300L SOOI s HBYITbYEZgEMds I0fYgds 2025 (ol 17
056350, bmwm 356509, Mgy MEsEgool 9398 dmgdggmer  Logobsblm  sfigligdmegdgdl
03>QR)OYL YR JdOHIB3gerymb dgdegyo:

ICT 0bgogb@gd0

* B0 Inmbmzbgdo
+ 96093093560 06300963900l MHg3m®mEH0byo Fglsdsdol »fygdgdmb

BOBOMImMOo M396530900l I9gamdol BHgLEG0MYdS
* LodsBOLM s TS0 EMBOL FBHYLEHOMYdS

ICT 99l53g dbstygdols Golizgdols dsGmgs

+ 99bs3g IbsMYgdOL dmboEHMMObyo
* 30G0MSEO LbYd3HMEIdM 35EEOIIIGDJOO

Threat Hunti ng 065306353005 ©5 565600l §5b0osGYds
=% * 30096 LsgOMbggdoL dglisbgd 0bzMMsE00l goBosMIds
S <>

300303790 LgH30Lol d0df)gdEgdols BYsTbIL3GEIMdS
* 9959bg39MmdOL Bs@bm 3M0GH03wo LgM3oLob Jodfmmydegdolmzgol

3309306 30Bb6900@b A5dMIEObsGY, §06509dsMg 09300 doMomoo sd39bG0 3gmgds ICT
30{mgd0L %5330l MLOBODHMYOOL 3MbEHOMEGOMB 353006090 FmmMbM3bgdByY.

16 https://www.eiopa.europa.eu/digital-operational-resilience-act-dora en
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Vetting & Due Dilligence
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2.7.  Bs3mfgds

@oBs060 s Bgligoogs @ 039606505 @5
09390339630 9ofimgds o035 Bsdmfgs
4 o) 9 9 9 9 9
Godmgds s6géags 563965

208293 22: dopragdob xsF30L bsbogmpberer o000

6900  3MMEYJBHOL  39dmygbgdol d9gBgMgds, by BsdmfgMs, ICT dofimgdol xsFz0L
LobomEbEm 3030l BsdMEW MM Gobss. 58 3OM3gT0 FM0sBMYds oligmo Jg8mb393930 HMPILSS
bgds 30HMEIEoL Rsbozgagds sbsgro 39MGLoom, bbgs dFs®dMgdeol 3Ghmonddom 6 Lbgs

1bdgombsemols djmby 3Mmmd@om. 63d0Ldogem gdmbgzg3zsdo sMEOWgdgE0s 2odmygbgdmwo
36 JGoL Bsdmfigcms MLsgOHMbM 3Boo.

21939, IPoMMYdYr, dmIfFmEYdIEr s FoMEFIH 3mI3sB0LME YHPOgMMMBOL ofyz93oL
36039ld0, 9glodsdolo YLsBOHMbMYdOL HOLZYIIOL Yo035cobFOBYD..

2.7.1. LEgxzNby9do
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306500056, 56LgdMIL BsgdudgOBHm 3M08065¢olEB03MMo doEymds Hodmomo gs0Ergdols s
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06g8m®Is300l 509bs.

50 9gdombzggzodo bgds  96G535MGHM  BYbLoGHOWMO  0bgMEMTs300L  Aogmbzs  (39MLMbsErMGO

3mbo3g99%0, 06GgddsEMEmO 153MmMYds, 3MBB0EIBE0IMMO BYOMYdo, $.0.) M3,
d9L58530LMBOL PMM3G3d PIMAMIMOZ MY ES30J0MD s 15356MBIYd M BMPbM369dMSb.
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2.7.2. 69500 3009600b30096¢3)900

2022 gl g9035bgeds MLsgmmbmgdol 9333509035 Mmbesob 25403900l 3wo@im®mds ebay-
g 990d0bgl o 295565¢0Bgl 583 LsdbgEGmM dsgrgdol dogh gsdmygbgdmmo Mlssgmmbmgdols
3mfgmdommdgd0. 390HIME, 3330l 2osb5¢E0obIl doMIgE Mmoo 1i3sboMmgdoL bawbsfhymgdo.
50dmBbs, Mmd domdo xgh 3093 BsMBgboro ogm domdg@®momeo dmbs3gdgdo (cmomol
565993000, 035¢00b 3500Mols 35BLOL 565693000, 5.9.) 08 060300 JBOLY, HMIEGIT3 505G
999m{(j0bqb 599390 39693H90Bg 53096gmLS s gesydo.

31939, 39Mdm LgdBHm®o 39ML39EH030s6, 2016 gl gMMgO™TS MEoglbds ds63ds Morgan
Stanley-0 sbvmMs dolo 3903600 MO0 oGS 3IBGHMO, FogMsd 5MLIMIBIME Ao9bsYMES
330 sOLYOIMWO 539G GS (hardware). 999, 50b0bME 3OHM©IEHJdd0 50dmBRbEs
3096390l Tglobgd sMLgdmwo LgbloGom®mo BsbsfgMgdo. 9wgasw, 3ma35605 oM
50096009 300mbo 598 MM O PS0MHPZS 360096EJOOL 3M035GIEMBS.

2.7.3. 15993909LM 3659035 > 093mIbs309d0

ICT 300G Jool  Bsdmfgmolsl, LsFomms mEysboHsE0sd go0m3swolfjobml  Mlsgdmbm
2396000 MMgdol  Fglodsdolbo  Lobgerddwzsbgwmado s  fgbgdo.  ghm-ghomo  SLgmos:
06@MLEHG0Oo LEBsEO ,NIST SP 800-88 Rev. 1 Guidelines for Media Sanitization?*”.

31939, 3OMBILOMEo  bgMH30LgdOL  AsTMYgbhgds, MMIGOoE LMOZsDMdY6  FMIBASMYdIL,
bgbsfgmgdol MLogG®mbm s 339E0BOEOMG §3bscaMMmgdOL bgM30LgdL. Mwdi3s, gl Fgdmb3935G
396L537MJO0M LoyMBE®IOMS, M563I30 3MGHIBE0MMO MHOL3YdO T,

54303900l dormzs s dobo Lol MBOHMBIgEYgMGs. MOYIBODsE0sd Bgdofigzboom
BDMLGHO© by 03MIL, OHMOL 3mb3MYEME dmdgbETo G MsmEybmdol 3MoGHOIMo sdE 030
5J3L, Lo 0bsbgds, 306 0ggbgdl sl s s LgbloGom®o dmbozgdgdo 8m3sgzgds dsido.
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05B0ob FoMm3z5 S bA0MO 590Mgds, F9300039d0L godmbatoibsoc.

d9%5990

ICT 90{m@gdol x5330L 00mMgMwo 9@s30 dmo3ogl Tgbodsdol Molggdl, sGBYdMdL dolzgb
0005600 LsgOMbYgdo s Moo IMIBOIMO MYg356¢ Mo  3009M0bE0IBEHJd0.
5d90056 259mI0bstg LoFoMmms 3mA3wgduMo JoEymds s s0bodwMwo KXsF30L MmomMmgMEo
3033mb9bE0L FOHowdo MLOsBOHPBMYGOOL 3mA3MbIbEHOL dom3z5eoljobgds.

ICT 90{m@gd0L %5330 00009650 (305, ©539bss3 dobo 89d50y9)bgero yz9ws®y bLybBo
3033mbgb@o.
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93096530900l Fgxs9gd0lL  F99as© F9a30dw0s  dMm30943s6mom  H33gbodg doMomswo

bsgombo:

1.

90fimqdol x53F30L LEWMWO F03WOL BoMYEddo, 2569 FHBsMYIOMID YYOPNOIMMOOL
©obdoMgdedy, 9gdmfidgl dsmo 9039036905 s®0sMPRME, bsbm s Mbsgmmbem
3fom3mgdEgdols Loslmsb. Augsgl Logdls sFatmdmgdl US, UK, EU, NATO s 5.8.
WOHOMOYOHMMIOL  ©ofiygdedg  Mbs  Fgxnobogl  3oOGHbom®mo  mEysboBsgool
MsgOobmgdol  sOLUPMo  LEHGHMBo,  33dmombmgml  Fsmo  MLIFOHDBMYPIOL
393503530LMBOL T IEIMJOIO MIIIBEIG0S.

396bmOE0gwEal  sOLYRWMWo  0bgmMTsEool  sbseoBo, 3sMEHDboMMO  MmMYBOBIGOOL
3009560 956bMmME09EgdEo 30396 39393900L S Fs00 BogM MYsa0MYdOL glisbgd.
39965000Dgl MEIRR60BEOL FBEMIGEgd0, 56583MMIGDO S 35MEHBOMEYDO.

OmIge  4399obsts s 0MGOLEOd30sdo  M3gMHoMIPRL  3sOEHBoMMO  MEYBOBIFOs
(300353 ™doLy s MLsROMbMIdOl Fgds539MHbgdgwo EIMIRMIM0Z30 MJYMES309d0L
3oLsm35¢olHobgdes).

569630l 3OM3gLOL FIBEBMOEF0gEgds obolfot FgmsbbIgdwo MLsgMMbM yboo.
M396060900L5 s J>OMZ0L 3MIM(39Ld0, Ls39009LM 3M5JEH03900L Fomzseolifjobgds dgliady
dbs69900L Hob3gooL LoT>MSZ5.

dbsM5F M0l 3O MEgLOL IMboGHM®MmObyo, s6MBseowm®mOo J89gd9d0L 5BMLRYbs.
36OMmOMIGHoL  goddgds,  BsdmfigMol  3GmEqgldo  MLIgOHMbMgdol  Immbm3zbgdol
29035¢0L{H0b690S - MBsROMBM 23650AMMGOOL 3DgdOL Asdmyqbgdoom.

10. LogMMbggdolL Jglobgd 0bBMMTs300L T9MmM39ds s FOBOIMYDS 35MEGHBOMMGOE.
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3. 530 3: ICT 3o{jmgdols x5330L MioxgMmNbMmdOL s 3mbszgdms sbsgrobo
LsgdsGoggenmdo

§0bs9gdsmg 05380 Fomdmagboos bagds®omggmml Labgmdfomm gligozggdol Losygb@mls
3mO@Sols (spa.gov.ge) s Tendersmonitor.ge-sb d00gdMo ©os dmbs3gdgdol sbsgrobo.
33930Lsl BM3ZMBO 2539  0bRMAGIs30o s Ly3MIMbogsgom  Bgdbmemaogdols (ICT)
36 MJ G900 dgyo3z5Dg 9O ™M36v90 36030320 068MEOTs309wo 0bRMLEGHMWMJEHwGOL (CII)
bd09dBH9ddo  (d90amaddo ,1wd09gd@gddo”). 39Mdm, 33wga0Lsl osbseobs Msdwgbo

09969096 LmdogdBgdo LsbgoMgd e ICT 3MMEd@Egdls s SBY3Y, Mo 353w gbs Tgodergds Jmbgl
59 Bg®30L90L Ld0gdBHYOOL MLOTRONbMYdsDY.

3309306 BIMRWgdT0  YMMOEGds  godobgoms Msdgbodg 96033bgermgsbo  dgliyozgdols
3939306000l Jobg30m, HMEMOOE SM0L:
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B3G90 56 50HomBMgdoL 53565 Ero
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e 48200000 - Jugerol, 0bEgMBYEOLS s bGMIBYEGHOL 3OrMYMITMO 3539¢JO0

e 72200000 - 366590 M) HOHMb3gmyma3ol Iglgo3zs s 893953900

0000MJMo  J0dsOmMEgd0m  sdmBgbowo  3603369wmgsbo  Bogbgdgdo  Homdmoygbowros

BO39M J3902539030.

06500093569 3309308 BoMR9dT0 YEHIWIMHSP Q35bsw0DBEs 3O0E03Mo 0bgmMIs;30Eo
LoLG9dol bB0gJBHJdOL (Lox s MHYggd9gdolL) Boge FgbwgMoby s 3063060 dglyoloL ABom

2021-2023 {jgddo @sbbmMEogmgdyemo  dgligoagdo. mvdszs, dglbgozol ©o ICT Liggmml
1393083030006 258030b6sMY OO rMIOLLmZ0L, MoY 8g0mb3gzgddo 4sdmygbgdmem ogbs ffobs
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3.1.  356m30L 9e9dB®mbrero Lobgdgdol 899w9dsg390s s d9llyo3s

05Om30L gargdBHembomeo bobGgdgdo (Management Information Systems) 3603369396 M@l
0505300L  LsTMOZOMdM  3OIM(399d0L  53EHMT>GODOEOLS s 9BIJEH0DMBOL ASBEOT0. o3
MMM 9GO 0DOHYds MOMYBOBIE300L sTM30YOMEGds JEgGOMbM Lobgdgdby, dom
3939 0BMHEIds 93 LoLEJIGIMD 3538060930 3089MOOLZIOOL 3MmEGHIBEOWGMO do3egbs.
d9L50530bo, [0bsdYdseY M5398d0 HoMmBmygboos Msdgbo 360d3bgwm3zsb0 35gumcmools
05Om30L  gargdBHemmbmeo  LobGgdgdo s  dgboedsdolo  Imbs3999d0l  sboewobo.  3gMdme,
0658090569 0539080 gobbogrmaro 0dbgds:

e Enterprise Resource Planning (ERP) boli%98980;

e Law Enforcement Systems (LES);

e Global Navigation Satelite Systems (GNSS);

3.1.1. ERP Lob@gdgd0

306390 35393MM00L 3H0EH03No 0bBMMI>30IEo 06gMIEHGYIIEMOL MsxgMobmgdolmzol,
9609369 m35605, Lbd0gdBgdol dogl Tgbyoo ©s 3sdmygbgdyeo ERP  3GmaMsdmemo
36mMdBgdoLs s BobsBlimMmo seMmoabzol boliGgdgdol sbocrobo.

BogoOMZgEMmb d5BMBY, JOM-9HMO y39wsbg 393039 gdwo ERP Lob¢gdss®® - ,1C* @ ,FMG
Soft, o300 EodOO ooy s FJoMgdom  FoMmEGH030  BIMY30L  3BMEILOL
2300035¢0b{iobgdoom.

3.1.1.1. 1C d9byo3980b 56s¢»obo

»1C* §o60moygbl OHlryemo Ho®mdmdsgemdol ERP 3Gma®msdme mBemwbageymasl, Hmdwol
300530 FboMEsFIMs ©d gobobegdgdo 0doMmgds vy 3m33sbools dogH. 33w93580

oMM 96005 3063900 35GJAMMH00L 30003290 0683mMHTs30wo LolEgdol bvdogd@gddo
50b0dbmwo 3M:MmEvdE ol dmbdstgds.

3b65¢0Bol 99990 godmzwobs, ™A ,,1C* LobEGgdol dmIbIsM9gdgdL FoMdmowygbl 99dwga0

360303100 06g3m®m3s30wo Lol gdol Ldogddgdo:

22 BDO 000" FoMdmamanbl 1C-ob y39ams®y dlbgow 8096madael Laxs®m bgdEm®obmgob.
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d9Lyo30L J0FsMHMNEGd00 0©Y6EO0R0EFOMYdIMO LoMolzm Tgbyo39do:

dgligogogols #
NAT230017233

NAT230009413
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3.1.3. L5350 59(3530 3OIMQEM530 MBEMMB3zgeymRs (LES)

doqrm3560 1Fygd900Lm30L, MMM JEILOROEFOMYOMW0S, MMAMOEF 300390 35BHIHMOOOL
30030390 0bgm®dszoro LolEGgdob Lwdogd@gdo, ©s 9MHM3bvo MLsgMmbmadobmgol,
360303Mws© 3608bgarm3z560s MbBOMB3gmymzoo 0dbgl MLsgOmbm ICT dofimmgdol xsF30.
99Lsd5d0loE, 33930l BoMRgddo  Jgufogrowo o0dbs  BsBsMMIEEITEIZ0  3MMYMETIMO
BObzgerymaols (Law Enforcement Software — LES) dgligogzgdo.

3.1.3.1. 3s80)ali3m30-950 bolbhgdol dobygozs
005 3mbs399980L 565¢0BOLLL JuFogerowo 0gbs obsgsb Lagdgms LsdobolBMML Bgbyoggdo®.

9065996 Logddgms LodobolGmm bsbol s3mEbmdolsmgzgols 0ggbgdls 3sdo@mlzm3ovy® bogdudgMEm-
36090b5eolB® Loliggdsls ,PolyFace”. s0bodbmwo LbobEgds sGob 8993s39do Hlivyeo
30om3mgdol doge.

LolBgdol  306M39woo  Jguyo3zs FobbmemEogmEs 2013 o, 2022 {igwsdg, LoLEGgdol
2965bgd9gd0Ls s FMABabYMHYd0L Jglyogol ™3w9dgbEgddo godloMIds Mmoo 3md3560s -
»Papillon A0, Gmgm®3 bobEgdol 9fs@mBmgdgwo. 093, 2022 {ierosb, 08539 LolLEgdol
39bobgdgdols s LYM3z0Lgdol  Tglgoaol  E™3MINbEHIddo  BfomBmgdge  3mB3s60s@
domomgdwo mm@dmemo 30335605 ,Papilon Savunma Teknoloji ve Ticaret A.S.” Hgdmblgbgdmwo
LobEgdol 99Lyo3900L Tgbobgd IGO0 0bBMM 5305 Fm39dIe0s H0bsdYdsMg 3bMoEdo:

0329996353000
©0MHdYgds
fowo  dgligoogols # smfigMo 9fomdmgdgeo 356LsDE3MMEMo
(gmato)
d30ge6>
2013  SPA130017726 35003 MLIM30MOO
L500gbEGH0RB0 3530 LobEYOL
125,000 Papillon Polyface Gmlgomo
3601590
0POY639gmgob dgbyogs
2017 SPA170005270 Polyface Lobi¢gdol
96,970 Papillon Polyface mlsgmo

3601530 4obsbegds

2 330093580 56 500b 0©I6EHO0BOEOOIOMEO LsbYdFogm bsoMAm Bgligoagdo. Jgbsdsdobs,
Homdmygbowo 302690900 g0daegds LOHMES® 56 slsbs3IL LsToboLEHOMTO sOLYDWEEO FOHMYEMITEO

9bO639@ymB0L 30OAHBID.
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2018  NAT180012028 Polyface Lobi¢gdol

91,750 Papillon AO. Gmligmo
3601530 Qobsbemgds
2020  NAT200009157  Polyface Lob@gdol
146,856 Papillon AO. Gmbgoo
3606590 gobobangds
2022  NAT220019926 Polyface Lobi&gdol Papilon Savunma
360990 g56sbEgds 340,000 Teknoloji ve Ticaret  0y@dgomo
AS.

3.1.3.2. gmbealzea30e960 bobhgdol dobiyoozs
Lodo®m39emb 0bsgeb Logdgms LodobolBmml 09gbgdl Bmbmlizm3owm®o gdudg®dEoBol LolEgdsl,

Gmdgos  godmoyggbgds  bdol s 993Y39wgdol  BmbmyMsdgdol  3M0TobseoliBHozMmo
3900330930530, 50b0dbeo  BoBbgdOLsmM3zolL,  TLL  0g4gbgdl  Mlmen 3G
MbOMb3geyma3sl ,IKAR Lab 3% ®Hmdwol dodfmmgdgwos odsGmggrmdo Ggaoldmomgdweo
30835605 33V ,,L59JL3gOEH™ LoLEHGOIO*“.

3.1.3.3. @sghoerealizm302960 bolbdgdol dgbyozs
906556 Loddgoms LEAobOLEH®ML Jogem 3L ,Logdu3gOEM  LoLEHYIGOMSE“-Msb  YoxmMIgdmEo

b9 d93609gd3900q@sb sB939, LogmMoEgdms 99990 dglyo3gdo:

QoOPYId
0showo  9gbgogzol # 36momd@o 9060 gdmol §3gysbs
b)
©5JBHOXMI3M3099O 53EHMToGH6
L5d0gdM-L0IBEHOBOIo30M Papilon
Lobgds "DACTO 2000"-bonsb 0 Jgmo/GOmbyg  Savunma
NAT230026968
2024-01- 53L905000 U3o69M9d0L 00 Teknoloji ve
414,920 ,
25 (30030993HBo - 0BLEsWIEO0m) Ticaret A.
99lyo3s.
903b3sMmgd0L 3MMYGMFMwo
09 mOHMlos TODES Ltd
0POIbIICYmBs
©5JBHOMI3M309960 36O -
2023-02- 0MOJgm0/GLg  Papilon
NAT230003 397 377,200  96509300900L b3sbgHo
27 (o)} Savunma

©5JBHOXMI3M3099O 53EHMToGH6

242023 ol 1 0360LL 2503010 bgedg3HrHamads.
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15d0gdM-Lo0YBGHOBOIS30M Teknoloji ve
LoLE9ds "DACTO 2000"-Lo>sb Ticaret A.$
0531905000 135696900

(3m339dBHdo - 0bbGswsE00m)
99lyo3s.

903b3smgd0l 3M:0MYGMIMwo
39 MOHLOS TODES Ltd

1bOHNb3gEymgs (User)

3.1.3.4. 8s¢molbhozmo Lobdgdol dobyoo3zs

9065256 Logddgms bsdobobBMmmd 2018 fjgwl 30639 dgodobs (NAT180001965) d5¢rolBozsMo
533MAsGHMmO  Usdogdm  bsoobGHoxgozsgom  LobBgds - ,90bgbsemo”,  LodoGmggarmdo
6930LGHM0MGOMO  3MA35600LsR6  ,LMEgdoMGH0”.  50bodbmwo  LobGHgdsg  HoMmBmgdMEos
g0l BIYMS305do, L.L. ,3530WMbol” og.

2022 gl Gobogob Logdgoms LsBobolEGH®MA ,oMmlgbogol” gobsbemgdolsmgols s L3sbgMol
©5853900b5m30l bgdg3Mgds 330003 3035605 ,LMEgdsMEMIB” Qoo8MEMTs. w3y, 2022
foml  2583m®3gdme bgedg3Guegdsdo,  3GHmaMsdmmo  MbOHMblgegmaol  Fo®dmdsgermdols

Bbs 300D 00 Hdqomo.

bl LogdL3gMEHM  30M080bscolBH03MM0 35O EGHAg6EGOL  dmmbmgbol  MHEmblzgwlisgmas,
050BGH03MM0  93GMIdGHMOO  L5d0gdm  BoogbGoBoZszom  LoLEGds  "ARSENAL"-Lomgol
5353 gd0m0o  35696M9d0L  (3mA3wgdBHTdo - obLGswsgoom) dgbyogzs @obbmMEogms 2023
9bog 0O 33356050056.

3.1.4. 3Md5¢M0 6530253006 Lodgero@mo bolidgdgdo (GNSS)

350 5353035300L Ls@gmodydo boldgdgdo (GNSS) NBOMB3gEymxl BsGgwodmeo
3939060L L3MHEgB0M 5EY0EIYDMYMIOL 23BLsBIIMLL, BgogaEosls s 3sbMoyol bgMzolgdl.
33903350090 30335600L , Leica Geosystems“-ols dogH {omdmgdwgcmo GNSS LolEgdgdo GsGmME
399009g9bgds  LogdoMmgzggumlb  Lobgendfoxzm  »fygdqgdol doge. s0bodbme  LolGgdgdl od3L

. __________________________________________________________________________________________|
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99lodagdE™mds 98090 1965340300 Logabswgdol GHo3gdol dbsMsFgmol: GPS, GLONASS,
GALILEO.

330930l BoMeqd80 59b5¢c0bs ,Leica Geosystems“-ob Joge [o®dmgdwgemo GNSS bol@gdgdobs
5 Lbgoslbgs wsBgdmwo 956dodBmdgdol dgbyozgdo. 39Mdm, 2012 {jemosb 2024
fersdgog, Bgdmblighgdmmo LobEgdgdo Fglgormo 5J3b 3g0wgy 3M0G03wwo 0bxm®mszowemo
LobEgdol Lrygdogd@gdl:

1. 4 odo¢robol dgkos;

bbog gs&90cb 96003629¢00 bssgabhes;

bboa bsyster G990H6G0ob 9653609¢m0 bssggbd ey
b395039¢0b Fobsgsb bogdgors bsGobolb e
Us1s60039¢0b 053056300 bsGobolihtre;

o »n A W N

bbos G98cabsgemgbdols bsdbsbrybo.

939 3505680, 50b0dbros, H™I dglyoer LobEgdst 5J3b GPS (s868), GLONASS (G«yligoro),
GALILEO  (g936m35300(0)  35bsdybogmrmemo  Logbowgdols  dbo®msFgms.  dgbyozgdol

©™39995@5300L IGO0 565¢0BOLL goo33s, MMI dbmewmE J. Mmdogoliols IgMools Jogh
396bMGE30gEgdmen 2021 ol dgligogsdo dgm0sd ©sdsG)d0m dgolbyos GLONASS cro3gb®os

(NAT21012630). 396Mdm, dglyoaol KBsMRYmgddo, 89MH0sd Bmombmgs smbodbsaero bdstd

sbgb0bogol  Grbmemo  genmBseratio  3mbogombytigdol  bobdgdol GLONASS ¢voggbbool
565 5.
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3.2, 3356530 MHMMb39wymaol d9yo39d0
3.2.1. 3033093900 dmfiymdowmdgdols dglyoas

$0bs0gdsMg 3380 gobbow oy 3mI30wAEHIMYdol, 3esbdg@gdol s bbgs 3mB3om@Egtrymo
dmfigedowmdgdol bsbgmdfogm ggoggdo (CPV 302000 30m@0). s0b0dbreo CPV 3m@om
9940 535M53EMSA0 0EYMHMBL BobgmTo FoMdmgdmwo 3GMM©MJ30s.

Bobm®0o @5 Bobgmdo Fomdmgdmo 3Gmvydaool fowo

B §563m9dye0o Bobgomdo = bbgs sbadbgbo 93994bgd0

50b0dbmro d9l403930L BoMYEGdTo gobliszmMYd0m LoYIMOEMIOM S LMol dglyo39gdl
003509l LbdE0MgdMEo FRs®Brmgdgero 30835609005 s MMM [o®3mTsEagbemdoligsb

39396000 36 05:

8990lgoggmo 3dgligoogols # 0stomo | dodfmegdge | dfsMdmgdgmo 9309565 36m0Bo
o

Logotonggerml NAT230010258 2023 X0 9L bo Zhejiang Dahua Vision = Bobgmo dmboBmMo

obsgb bagdgors Technology Co., 300307196

L53oboliGtm obsmgzol

Logomggeneml NAT230001772 2023 X0 9L bo Zhejiang Dahua Vision = Bobgymo dmbo@mmMgd

0By bsgdgoms Technology Co., o

b58oboLEBHOM

LoBegIM NAT210020469 2021 30bodm3.x0 Huawei Bobgomo 3esbIgGgdo

BM6L3mOGOL

Losg9bG™

. __________________________________________________________________________________________|
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LryOLsools NAT210020278 2021 3L "m0gys" Samsung Electronics Bobgomo - 3obdgBHgdo
96mgbmeo Rus Company ©m39996¢)
Bo5396¢ S300m

G9LbmeEno

§o60m3500p

9bEmds
Logotamnggenml NAT210017368 2021 X0GI30 Hangzhou Hikvision Bobgmo 309™
ab. s33ol Digital Technology Co. Bs3GgGnd0
3maogools Ltd
o3s6s3Bi0
ogstanggenals NAT220002873 2022 %0 b bo Zhejiang Dahua Vision  BoBgmo dembo@nco
80bogeb bogdgos Technology Co.,
15306oLEBHGM

30bLME0EOMHY3MO 3H9bEIMIO0 O FOMOMOWO FodstIX390vE9dO:

05000 Adgligoogols # Godfimgdg | 3835605 J309s65 36mEmdéo
o
2023-12-20  CON230000579 0Y)X 000 acer 36 J3os - Bobgmo 308309)3gMgdo

MAF - gssbgoo

2023-12-20  CON230000580 0MX0M0 Dell MAF ©365065 3M330@ 96930
2023-11-22  CON230000368 0MX0MO HP 29LBHMsdol 3600b@ gm0
§o60mo96mds
2023-11-22  CON230000369 0900 XO EAST GROUP Bobgmo UPS
CO,, LTD
2023-09-27  CON230000315 0Y)X 000 Acer 36 J3os - Bobgmo 308309)3gMgdo

MAF - goobgoo

2023-06-13  CON230000278 Smartmatic Smartmatic bogMsbgdo 503639
International International 3960530353000
Holding B.V. Holding B.V. 535M5¢0
2023-02-16 CON230000090 090 X0 EAST GROUP Bobgmo UPS
CO.,LTD

. __________________________________________________________________________________________|
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2022-11-29  CON220000355 0YYX 000 Acer 36 MJ30s - bobgmo 303309@gM9d0
MAF - goobgoo

2022-11-29  CON220000356 0YYX 00 Acer 36 MJ30s - Bobgmo 303309@gM9d0
MAF - go%obgoo

2022-11-03  CON220000305 0K 00 Acer 36309 - Bobgmo 303309@9gM9d0
MAF - go%obgoo

3.2.2. 30009™ BOMZOEMZ5eM 35d96M900L Tgbyo3o

30009™ LSMZoMZ5¢M 35996M9d0L FMbTsMGOS MBOM S YYROM 5dGH SO0 bgds LoxsMm
bogM (399030 s  5I0bOLAHMIGOM  J9bmdgdTo. sbodbmwo  3OMEIBHIdoL  dgbyoazs
39BHv9omo s 3603369cmz5600 Loxs®m gdBHmMob 30003 0bxm®mIszowmwo LolEgdol

110099EgdoLm30LsG.

dbbgoo dmIfmgdergdo
= 6gm0ado
= 350 0mdS0 +

" 33L g Ho
30bBLowEobyo

B 903000

m 30335L05 3ol

® 3.3.L 99005 bgggol

= 33L 3g0doby ydo

3L b9

2021-2023 fangdol ds6doby dglgoryemo 35996900l dMsgerglcmdol fomo dmmol sdg6o3ols

3096 L6300 3033560901, 390dme Hangzhou Hikvision Digital Technology Co. Ltd s

Zhejiang Dahua Vision Technology.
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3.2.3. 5d8-b 309 Lbg30MOMEo IomMGIGOOLS s 3MPYJEHJdol Tglyo3gdo

2021- 2023 [emgddo 3(0H0329¢0 0bgm63s3009er0 bolihgdol beybogddgdol dogm Ggdgboero 36emoeddadol bobyorol

bsb50(9829¢00 8eadpeacogdergdobgsb.

898bgoggero

99g8slsgdolss s
2590300900l
96egbewo
6obG®o
Lagotonggemels
000535M0
3OM3NOSGIO
Lagommggemels
00053560
3O0379O5GIOS

893mUsgengdols
Lsdbabyy@o

a3
"Bags®orggwmls
gelsEo"
89839L9d0Ls
398c3gdoL
960gbrwo
G96AO0
Lsgommggemels
395GGoEm®o
Lss®Bg36m

3mdobos

GITAC

8glgocogols #

NAT230006075

NAT210021585

NAT210010162

NAT210008827

SPA210001184

NAT220015150

CMR20010480
6

05MHOO

2023-03-17

2021-11-16

2021-06-07

2021-05-18

2021-04-22

2022-08-02

2020 - 09-
01

86,100.00

11,213.00

5,900.00

46,410.00

17,875.82

47,560.00

164,515.0
0

00090
o
bgmdado

X0 9b Lo

Bgm@ado

asu

©IXH>

3MBLomG
obgo

6gm@gdo

Bogmdgdo

Bgm@ado

36Gm@EmdEo

309MbOmMZow
0350 309965

3009Mbom3oe
M35 359960

30009MbOMZo
0Z9¢M
399969%0

300gMbom3o
M35 359900

309MbOMZo

035 309965

309MbOMZow

M350 359960

30009MbSMZoE
M35 359900

Ho6dmgdgeo

Hangzhou
Hikvision Digital
Technology Co.
Ltd

Dahua
Technology

Company

Hangzhou
Hikvision Digital
Technology Co.
Ltd

Hangzhou
Hikvision Digital
Technology
Co.,Ltd

Hangzhou
Hikvision Digital
Technology Co.
Hangzhou
Hikvision Digital
Technology Co.

Hangzhou
Hikvision Digital

Technology Co.

d30gob>

Bobgomo

Bobgoo

Bobgoo

Bobgoo

Bobgomo

Bobgoo

Bobgoo
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5060365300, H™I 2019 (s 2018 §emgddog 155305 FmEMEMBOMOS sbI30MgdMeo 3md3sbogdols

3096 $563mgdmmo 3O
37mboo:

999Lgoggero dgligocogols #
3L "bsgdomoggemls

NAT190024043
gbEs"
J. ®doobol dgMos NAT190023978
Lo30bsBLM-
3bswo@GHozm®o NAT190023720
LoALab YOO
Lodo®omggerml SPA190005343
96036990 35630
399mUbogegdols

NAT190018012
LoALob YOO
399mbogegdols

NAT190014564
LoALab YOO
99530L9d0bS o
3593900l SPA190001711
96mgbgwo 39bdHMo
LodoGmzgemls

SPA190001045
963690 3630
399mbogegdols

NAT190001617
LoALab YOO
Lodo®omggermb dub.
©5330L 300300 NAT180016034
©93503H5396¢0
Lobgamdfonm
Lg®30LgdOL

SPA180007844
396300056900l
L5596 BH™

GITAC

ool oo Lowstrm s

dodfmgdgero

Bgm@ado

Bam@ado

Bamdgdo

Bgm@ado

Bamdgdo

Bam@ado

Bamdgdo

Bamdgdo

Bamdado

Bgm@gdo

Bamdgdo

05MHOO

10.12.2019

09.12.2019

06.12.2019

12.11.2019

12.09.2019

22.07.2019

21.03.2019

15.02.2019

24.01.2019

08.10.2018

04.10.2018

m63Jdo

®obbo

4,254.00

189,886.00

45,600.00

27,000.00

22,541.00

164,160.00

21,973.00

112,600.00

12,960.00

46,777.00

23,642.00

50 359960900l qliyoaols

Ho6dmgdgemo
Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

Hangzhou Hikvision Digital Technology
Co.

80


https://tendermonitor.ge/ge/organization/36924
https://tendermonitor.ge/ge/organization/36924
https://tendermonitor.ge/ge/organization/36831
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https://tendermonitor.ge/ge/organization/36685
https://tendermonitor.ge/ge/organization/36831
https://tendermonitor.ge/ge/organization/18746
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https://tendermonitor.ge/ge/organization/36831
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https://tendermonitor.ge/ge/organization/36134
https://tendermonitor.ge/ge/organization/36134
https://tendermonitor.ge/ge/organization/36831
https://tendermonitor.ge/ge/organization/23429
https://tendermonitor.ge/ge/organization/23429
https://tendermonitor.ge/ge/organization/23429
https://tendermonitor.ge/ge/organization/23429
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LodoGmzgerml duL.
Hangzhou Hikvision Digital Technology
©5330L 30300l NAT180016034 = bgm@gdo 08.10.2018 = 46,777.00
Co.
©935Mm@5396@0
Lodo®omggerml
Hangzhou Hikvision Digital Technology
396G®omMo SPA180005511 = Bgm@gdo 15.06.2018  185,000.00
Co.
Lo56MBY36M 3mdobioos
3L "Logdomnzgwrml Hangzhou Hikvision Digital Technology
NAT180008813 = bgm@gdo 11.06.2018  46,180.00
BobGS" Co.
3L "Lodomnggwrml Hangzhou Hikvision Digital Technology
NAT180008812 = bgm@gdo 11.06.2018 160,869.00
ABmbEs" Co.
Lsgomomggamels 8obsgs6
NAT190019759 = xo0 gL Lo 11.10.2019 @ 33,245.00 Dahua Technology Company
Lsgdgors Lsdobolim
Lodo®mggerml
Lobgardfonm
SPA190003937 = xo0 gb Lo 31.07.2019  2,043.00 Dahua Technology Company
MLogO@bmgdol
LoABob YOO
L5doM390ml Jobogsb
NAT190019759 = %o gL Lo 11.10.2019  33,245.00 Dahua Technology Company
Logdgoms LsdobobGMm
LodoGmzgeml
NAT190012220 = %o gL Lo 20.06.2019 = 25,736.00 Dahua Technology Company
MBH9gbogLo LoLTsmErMm
Lodo@omggerml
Lobgardfonm
SPA190002972 0 gl Lo 31.05.2019 | 15,298.00 Dahua Technology Company
MbogO@bmgdol
Lsdbobwy®o

3.2.4. Jugem6o dmfymdowmdgdo

Jugmco  dmfgmdowmdgdo  360d369wm3zsb  39d@GH™mML  FoMTmoygbl  30896MgE 930l
mO2560Dg00LsmM30L. 33¢0930L BoMAW9ddo dglfogwrowo 0dbs Jugurm@mo dmfigmdomdgdol (CPV
32400000) s Jugeol, 0b3gMbg@ols s 0b@HMobg@ol 3Gma@msdawmo 3539¢9gdoL (CPV 48200000)

d9byo3900.
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https://tendermonitor.ge/ge/organization/36967
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https://tendermonitor.ge/ge/organization/36831
https://tendermonitor.ge/ge/organization/36290
https://tendermonitor.ge/ge/organization/36290
https://tendermonitor.ge/ge/organization/36831
https://tendermonitor.ge/ge/organization/36290
https://tendermonitor.ge/ge/organization/36290
https://tendermonitor.ge/ge/organization/36831
https://tendermonitor.ge/ge/organization/36918
https://tendermonitor.ge/ge/organization/36918
https://tendermonitor.ge/ge/organization/36456
https://tendermonitor.ge/ge/organization/8359
https://tendermonitor.ge/ge/organization/8359
https://tendermonitor.ge/ge/organization/8359
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https://tendermonitor.ge/ge/organization/36977
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https://tendermonitor.ge/ge/organization/8359
https://tendermonitor.ge/ge/organization/8359
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E2021-2023
EBobmeo

=

Jugegdo

120
37

Jugaol, 0b@gMbg@ols s 0bGH®MbyEoL
3610935900 35393900
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2

8052030 1: 2021-2023 fem98do Jbgergdob Jdodst0ecm98000 3sbbeatizogemgdeiero Gobyowoz960

L5doM39w ML 3063900 35@JMMH00L 300E03ME0 068MMT>30Wwo 0bFOILEOWIGHMGOLmZOL

3m@gbgomco  Logdmbols  dgd33gwo

Jugmemo  dmfymdowmdgdol

39Ly039006

8600369003560 ym6ogds gsdsbgzoms olgm Jgliyozgdbyg, HmIgeroi Imogegl s39Mozols s

93Mm3533060L 3300 J3996900L dogM Lsbd30Mmgdmen 3MmwddgdL:

998lyocozgmo dglgoogob# | maGoeo Godfjmgdgmo 36mEmd@o d3gysbs  fsMAmgdgero
Lsgo®amggeeml NAT210014102 Labol
Zhejiang Dahua Vision
807536H:mdols 2021-07-29  xo gb Lo 50936md0 Bobgomo
Technology Co., Ltd.
50030B0oLBHME0s G900
NAT220021399 Hangzhou Hikvision
990mbsgemgdols
2022-10-20 = Bgm@gdo 3M3MGHeBMmgdo | Bobgmo | Digital Technology Co.
Lsdlsbuymo
Ltd
Bobogob bogdgms | NAT220012627
Hangzhou Hikvision
LB5doboligtmls 06030001560 | 30m83099GHIONE0
2022-06-29 Pobgmo | Digital Technology Co.
bogd39mPygdm 9foMag 0935084 | JugEol 3odgEo Ltd
t
sffgbgdrgds

2 5060869900 5@ FommMagbL Jugeen® mfiymdomdsl, 09993, F9lyogs gBbmGE0gws JugemGo
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Lsdlssboyo
Ltd
NAT230017233 30Q9™-
Hangzhou Hikvision
J- odogmoliols Lodgmgseymegm
2023-08-22  bgm@gdo Bobgmo | Digital Technology Co.
d9Mos 399969d0bm30l Lt
t
wo396%0gd0?°

3960mE, 30M0G03Mwo 06xmMIsgomwo bobEgdol bBdogdEgdol dogh Mol Jglyoryero,
5396030l 999000900 d@o@Hgool doge ,Secure and Trusted Communications Networks Act of 2019
3O gddo  oLEb30MgdEo  AHo®mBmgdargdo, MmamMoi sGol: Hangzhou Hikvision Digital

Technology Co. Ltd o5 Zhejiang Dahua Vision Technology. s©bodbmero dgligyozgdo

2396bMmM 309900, 9990JA0 3003030 0bxMmMTs30o LolGgdob Ldogd@Hgdol doge:

e LLo3 ,d90mbogwrgdol LodlobwEmo*;
e 3L bogz99PY9d™ OHLYOMEYdS BoldBOZMM 3ME0E0S
o Josd mmdogroliol IgMos.
3.2.5. L5®9w933Mb03530M IMHymdoEMdgdo s 9Jugliwns®gdo
Lo@gag3mdmbogzozom  dmfiygmdommdgdol dgligogol  gsMawgddo gobbowwmwo ogym  VolP

A9w9gxnmbgdol, dglsdsdobo Lsgmd«bozsgom dmFymdowrmdgdol s sguglvsmgdol dglyogs.
0060360 dodoMmnegdoom 2021-2023 Fengddo 356bmME0gegdwyemo 99lgo3agdol BsMawgddo

Bobgm8o  Ho@Bmgdmmo s Bobmeo  3Gmemdgool  fogrds  78% 89s5ca0bs.  sbGoedo

o@mdmagbowo  3OMm39bGwo  obsfoemgds s 860336germzsbo  Bmdfmgdwgdols
3900bsfogds:

%6 5060896990 56 Fo60IMo@y9bL Jugwen® dmfymdomdl, MMA3s, Bgligoas bbMGE30gwEs Jugwm®o
dmfymdomdgdol CPV 3m@om, M3 300093 9Obge dommomgdl 035%g, HmI BmyoghHom dgdmbggzsdo CPV
394930605 909905 BB 96 sLsbogql Gglyozol bogsbl.
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Lsgotmnggmemls Bobsgsb NAT230004024 = Bgm@gdo 3009 E®Ingmbo Hangzhou

L5gddgos LsdoboliBtm Hikvision Digital
Technology
Co.,Ltd/

Bobsb bogddgos bLsdobolGmm | NAT210021971  Ggm@gdo 3009 GIGMO0 Hangzhou

Lsx o6 sdsGorenols Hikvision Digital

091000 30600 Technology Co.,Ltd

LsBmYsMIPIMH030

s5g3Gmbmgdols Jstmzol

3963 ®o ,112“

3603032900 0683mMs30v9o Lolgdob bwdog]EgdolL dogem 2021-2023 {iergddo dglgoryero IP
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LooggbBHm”
Lasgdatonggaomls Gobsgsb
Lsgdgos Lsdobolitm
Logodmnggaomls Bobogsb
1s5g§8gos LsBobolitm
139305 MGo
396039630vM0 LsdbobvyMo
Lsbgandfionm byMzoLgdol
3963000060900L LosggbEm
Lagotomnggaomls
39b500¢gdols s
393609900l LadoboliEme
Lsgodmggenels
Lsbgedfogm
MlsxGobmgdols
LsdLsbey@ob Lloa -
Lagatonggenemls
03965809w-Ggdbozn®o
LooggbdH™m

Lsgotmnggmemls Bobsgsb
Lsgdgos Lsdoboligm
Lsgodmggaemls Bobogsb
L5gddgos Lsdoboltm
Lsge®onggumemls 80053560
3G3MOGMIOS
Lsgatmnggaemls 8obsgsb
15gdd9095 LEABOLGHM™

GITAC

NAT230021734

NAT230011937

NAT230011610

NAT230008266

NAT230006420

NAT230005893

SPA230000664

NAT230003142

SPA230000350

NAT210022032

NAT210010456

NAT210009279

NAT210008148

| ICT 30{m©9d0l %5330l MLsxigMmmbmgds

2023-11-15

2023-06-20

2023-06-09

2023-04-24

2023-04-03

2023-03-24

2023-03-22

2023-02-24

2023-02-16

2021-12-03

2021-07-05

2021-06-02

2021-05-17

39w3m Lobgdy

39 3™ LobEgdl

3L 93 35 gL

33l 8L

O3 LobEaL

GI3™ bobGgdb

39w 3™ LobEgdl

G93m bobGgdl

3L 0bB g 3ma
X030

3L 0bBge3ma

X030
3L 0bB g 3ma

XdIBo
3L 0bF g 3ma

XoJ3o
33l 3g0doby Grmdo

Fanvil Technology Co., Ltd

Fanvil Technology Co., Ltd

Fanvil Technology Co., Ltd

Yealink Network Technology Co.,

Fanvil Technology Co., Ltd

Fanvil Technology Co., Ltd

Fanvil Technology Co., Ltd

Fanvil Technology Co., Ltd

YEALINK (XIAMEN) NETWORK
TECHNOLOGY CO., LTD

YEALINK (XIAMEN) NETWORK
TECHNOLOGY CO., LTD

YEALINK (XIAMEN) NETWORK
TECHNOLOGY

YEALINK (XIAMEN) NETWORK
TECHNOLOGY

YEALINK (XIAMEN) NETWORK
TECHNOLOGY
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139(305¢MGO NAT210006782 = 2021-04-22 = &gz bobgdl Fanvil Technology Co., Ltd
39603 9630mM0 Lsdlsbm®o

139305 MGo NAT220018200 @ 2022-09-14 = geoge Lobgds Fanvil Technology Co., Ltd
396039630vM0 LsdbobvyBo

ogsmoggaals Bobogsh NAT220006883 2022-04-18 = 33b 06y 3md YEALINK (XIAMEN) NETWORK
L5gd0gms LsBoboliGBm XONBO TECHNOLOGY

Lagotonggeomls SPA220000707 | 2022-03-21 = 83L 0b3gen3ma YEALINK (XIAMEN) NETWORK
Lsbgerdfogm XJIBO TECHNOLOGY
lssgGmbmgdols

Lsdbaboyeo

Bobsgs6 Lssgddgors NAT220003948 = 2022-03-07 = geoge Lobgds Fanvil Technology Co., Ltd
LsdobobiB®dml

bogagofiggdm

©figbgdregds

LaboBEOIOM 3mE0E0s

Lasgotonggaomls Gobsgsb NAT220001916 = 2022-02-09 = 9d3L 0b@gan3md YEALINK (XIAMEN) NETWORK
Lsgddgors Lsdoboli e XJIBO TECHNOLOGY

3.3.  bgm3zoLgdolb dgbyo3as

ICT 80m@gd0L %5330l MLsxMmbmgdol gMm-9Mo 36093690 m356 J0dsMrMEgdsl Foedmoagbl
dofimadmo  Bgh3zolgdol MLsg®mbemgds. 39Mdm, byM30Lgddo dgodwgds FmosBMHYPdMPIL
O0AMOE  3OMAM50wo  MBObzgmymaol  Tgdmdsggds,  sbg3g,  dbs  3MMMTMEo
MBOMbzgmymaologoll  IboMsFgdol  bgMzolgdol dofimgds. o3  dBMO3,  godm{iz939L
§o6mIMoy9bL LyM3z0LOL JodHmEgdgwo 3Ma3s60gdols Fo®BmBogemdols sghs s 53 LgMgzolols
89793580 Bs®mnemo 3069806 000gbEH0B0EOMYDS.

05500m0obm30L, Lobgwdfoxzm Mfygdsd dglsdwms goligomb EaLOZWMMO 3OMEIGO (059.
Microsoft, Oracle, Norton, CISCO, VMware , etc.), o935, 69635  256bmM309w©L
B9dmblgbgdmwo  3md3sbools  Fmlizmgoll  MBOLOEIB,  SEYOEWMIMOZ30  MBITIGMIEMBOL
BsGormmmdoom. 39, 90b0dbmmwo 056538GM@Amgdo  Ggsdms bJoMs BsGormmo  0ygzbgb

063009bGgool b Ubghgol  Fmmbmgbgdol  0magz9M9dsdo.  smbodbruemo  dgdorbz93960l
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Lodommzggermdo  MgaoLEGHM0MgOIEo  3m335605, GMIGEoE  JwslogMMo  4ogdom  5M393L
MbogOObem  dofimgdol  xoF30L  Immdbmzbgdl.  dogowomolbomgol, ICT  LyMzoLgdol
93005OHMMEgdom, gom-gho  Abgo  30d)mgdg  MORsbobsEosl  FoMdmoygbl  d3L
»UMR0WS06 LyJo® Nz, HMIwol 90% fowo 939m3bol ,Noventiq Holdings PLC. s0bodbwmero
30035600l ©58556MLgdgwo s 3MEEObyol IRWMdIo 30 sMHOL Glo doBbYLdgbo oym®
0mMHM30330. d3b ,LOBNWs0b LodsMM39wml“ doge dofimgdMwo bgH3zolgdo 3MOEH03MWO
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3.3.1. 06&9Mbgd LyM30L 3MM350xMGOO

L9gMH30L930L  J0ToMHMMEGdOm 193] IO JOMO LOYMEOEPIOIM BoJB0s, 0bBHIMbYE Lghzol
36350090900 (ISP). 5©Q0MdM030 ISP 3ermdswIHo JugebHg ogHmMYdoLsm30lL 0ggbydl
Ubgoolbgs Mga0mbmen ISP, ®Mm3Eol Lodwewgdomss, Lsdmemm ImdbdsMgdgwl/dmgowsdql
06/ GgLsdsdol Loy MM LEGHOJEHWIMSL 5§30l 06EHIMBYGHLYIOZOLL.

3309308 @obgddo  0YbGHoxnogom©s  0bBHgMbyd  LYM30L  3MMm3zsoEgMo  d3b

» XX 0565000630, HMmIgwoi 3md35600L gemdsw® Juguby gMHMIBOLIMZ0L 0Ygbadl
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3.3.2. $9w93m3mbozszogdo

3A9w93mdMb03530930L  LgdGMMO 96 FoMTIMoY)bs [obsdwgdstg 33930l LoMMIoLYEo
d9L5530l 565eOBL, MM PoTM3390000 MM Ydgd0 dB0T369M356 SB39JAL FoMdmogl
939460L gemzg69mo MLsg@mbmgdol FHowdo. 39MHdm, LogMMsEEYdIMs Loy sO™ bgd@MMmOL s
dom  dmeol  Cll ©sdm30090gds OV 3m3356090Dg  Bgerg3mdNbozsogdol
3005607 gd0m.

b90mombodbmwo  ©sdm30gdMgdol  860dzbgermgsbo  Bshg39bgdgwos  LodsMomzganmls
005360mdol dog® 2018 (gl godmbogdmwo  3mblmemoo®mgdmwo @gbwog®o 2018-2019
fergddo dmdomMo Lodgegnmbem 3038000l dmALsbMMgdol dgligyogol dodsMmNEgdom.
30bLME0EOMYdo 96wyl Lg3MAZz9wBY 2odsMN39OMWSE MBI 3 335605, Joom
dmemol ogm 3L ,30m6 LogdoOmzgganm® I3 ,30mb6 Logo®mgzgwm” LodoGmzgmml d5BseI By
39606935 Mo 35380650329MdOL 300335600 000060 Labgwom s FoMIMoYIbos
VEON LTD {o633500996@0md5b Bodo®romggarmdo. 2022 fersdg 300335600l ddsmmgge Lsd Fmdo ogm
Mo LobggoMmgdmwo BoBbgLdgbo dobgow B®OIsBo, G™Igwos Lsbdao®gdol dgdyma

39OYS 053539090 3MHBO(3000b.

30bsb0dbs305, ™A 2018 {fgerl godm3bogdeo 3mblmEoo®mgdmEo 39gbwg®mol Loggmdzgudy,
3L ,,30mb6 Lodomomzggarm” (,LoEdbgBLo” @S ,d530LMSB” gMMS) 2020 fierosb 2022 (ersdy,
MBONB3YYMRs  BodoMmzgumli Loxs®™m  LgdGHmOolomzol R0FMOHO 3538065039 Mmdol
bgM30Lb0L  JofirrEYdsl. o  FMMOL  SPLB0EBsg0s, MM 3MBLMEoEOMYdMEo  BH9bgdol
L593d39DBY  49FoMEGH0390wo  Tgbyo3zom, 50bodbmw Fuwrgddo Tgbyozs gos3gms MmMIs
36030300 0683mMIs3009o LolGgdol LwydogdGHas, MMM OO, LodsMm39W ML FmbiEs S
LLO3 ,Box MM MYgLAHMOL gOHM3bIE0 LosygbGm*.

30035605 5MLgdMo dymdsmgmdom 3L ,Lbgego dmdsoEol” (204450584) sLobgwgdom
396006093 o 2023 (gl G9dM9bobyol Lsgmdzgubg 35BsOBY ™M3gMHOMIAL, MMAMOS
»09a30% 2022 {geol 33356001 dglyoazs 2obsbm®mEogmws JoMmzguds Homdmasyqbermdsd.
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4. 0530 4: Logoem3gwml 3mbEIJuEO s Mg3mTgbsEgogdo
4.1, LdJoOM39wml 3mbE9JuGHOo

4.1.1. doGOMIQO MJAMS(30900 QS 5JEJd0

Logdorm39wml 356mbo ,,0683MmEOTs30w0 MLsROMbMYdOL Fglobgd” HomBmowyqbl LodsGmzgamls
06530635300 O 3039OMLIRODHBMYOOL goMgdml JOMOMOE FoMgAI0MgdgE ©M3AbAEL.
396mbols qobsbgdmeo (2020 ol 39MLoOL) dobgzom, Lodo®m3zgErmdo  SQ0sMYOIYWOS
3603030 06530635300 0683M5LEOWIBHOO0L 3 LgdEHmOo:

*  306939¢70 3599805 - bsbgerdfoge oPygdgéo
o J92%9 3509982005 - bsdgemg308-960,356002 bgjdmko
o J9bs39 35998205 - 2963902 bIFAGo

Bg0mbligbgdme Lnd@MmMmgdlL 935 YdMEds0Y 06ZMMTS(30vE0 MLsBOMbMYdoL dobodswrmemo
9mbm3zbgdol ©s3d5ymBogds. s©0bodbmwo dmmbmgzgbgdo, msgolb dbGog, 983w9dbgds ISO/IEC
27001:2013 0bg3m®35300 MLOBOOBMYdoL Joem30lL LobEBHIIOL LBEHIBPIOEAL. FoMs STobs,
153290560 356Gl BoMEqdTdo, JotMgamEoMgdgEo MmMYBMdO 358mb3gd96 0bxrgm®MBozorwmo
©5 300IHMBIBROMBMIBOL MYYIES309dL, GMIgog 21939 O35 YdMEMS TglolMvEIdS
36030300 0b6gm®mds30wo Lol gdol LdogdEgdobm3zol.

4.1.2. L59mogzmMdM Mfyqdgdol HmEo

Ubo3 m3965303em3a76032900 bssggbhm

3063900 S FgmMg 35¢3gMmOMHool 300E039wo 068MEOmIs30v9wo LobiGgdol Lwydogd@gdol
B953bg39MdsBY 35Lbolidygdgeros Lobgardfogm MLsgMMbMdOL LsdLsbwEol J3g-

9Pygds  Lbod  ,m39M530Mw-39db03memo  LsdLobMMO . Losggbdm  s8mlgdl
396mb74398009d569 5939l s YBOHMb3grymxl bgdEmMol Bgsdbg39WMdL.

Ubo3 30g6G3cm0o d0s(039¢rmdols bssggbder

dgbsdg 33HYMOO0L  3M0GH0IMNWwo  0bxzmOIsgomwo  LobGgdolb  bBdogBHIOOL
B9sdbg39mdsHg  35LvIbolidRgdgE0s 0MLEGHOE00L LsAoboLEHMML  J39-7Fygds Llod
»GOBOME0 305M390MmdOL LooggbEHm*.

Usgsorzgemels g6mg6e9cmo 85630

L5g30656Lm LgdBHM®oL BEsTbgZgEMdLL BOWB3gYNgL bods®mggwml gHhmgbmwo
05630, ®IgeoE 9908053908 OMYMOE LoMm3gMOE0M MOL3YOOL, slg3g, 300gOGMOL3IJdOL
dgbobgd  L3gEOoBOMO  MJAMWSE09dL,  OMIGEoEg  BOZdWIIMWMS  LoRobsblm
0999900Lm30U.
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4.1.3. 250m(393990 s LolmbGggdo

Lodotmongganmls

30096 MBgOMbMYdOL

39090mb  sBoewobo  LoFoMmgdls  sds@gdom,

0093903m909 ©s Lo®Iolga Fgufogarsl, c™MIi3s, 33wg30ol JoBbYdOsD sdmdobsty,
59396&)0 393900 gds M589b0dg 36083690 M356 godmf3935%Y:

# | a50mfj3935 3°635MFds

1 36030300 bogdo®mzgrmdo 96 560l gobloBwzM Mo 30M0E03Mwo
068365LGHMIGH OOl 0b683M5LGHOIBHOs. 5MLYdIMO 9 MdsMgdom,
25bLsBE3MS PRLOIRR T e IOT G TIoN dbmemE 360@03Mw0

0630063530990 0683M0LEHX)JEBHOs.

2 3030310 90mb9s350 0doby, 600 0bx3m®ds30mwo
06836 3>30o  LobEgdob | MLOsBOHPHMYdOL JobodsMo ImmbM3bIdO IYIboOs
199094 GH9godol 5050 | 2012 awosb,  Loxsdm  Lgd@m&mdo (30639
Lbodfogy 39393M60580), 70 MHYgd0sb Tbmwmo 2 Mfygds sGob

LY GHOR0E0MIOMWO.

3 mabm 939460L dog® | 2007-2024 fangddo Lodomomggarmdo 50596000
©5530656L9dwo Alb30dsld3Hod0sb0 3089MT9E 935 IMbs, HMIOL v9356,
30096 d93H93900 303m036900L o0oe0 LsbMmMdOm, 0Ys Lobgwdfonmls

9096 5530656190 3539600 OXAIBJOJOO.
4 | 350060900L IBOEOGHO 30096 MBsBOMbMYdOL  339W0B0ISG0M0  350MGdOL

QIBOGOGAOS HMYMOG  JEMOIWYO, 5193), WMIIWYO
05BoOBY. B0, 9JOHMIbgDL  3Mmb3MEINBEosL  MHg3L

Bo®Bm

LogMHModMOObm 3835605,  5POWMdGOZ0  39MHIM
65605305 5 Loy SOM bgdBHMOO.
5 LMLGHO  FoM9YRM0MGdgo | 0bBMOTS30)0 MBogOObMdOL dmombmgbgdols

doMH0ms©O 569300 gd9w0 IMmbmgbgdo sd3H3030s
2012-2013 §geol o 2020 fensdg 030LMdMOZ5@ 56

239bobegdms.

00bsb, o6 oMLgdMdL  ICT  dofimegdol  xs3F30l
693990530900 5396000 30030390 BgdEMmOoliogzol.

96535 dM05b0 Joa™ds

96036990 30890LIBOPHBMYOOL YBOHMBbZgEYmeBs SO
309dBHommo  3obbolidggdemds. 56 99odewgds
Bo0mMZ5¢Mml, HMA 50b0dbmo s6HoL bmeme gMmgbmero
956930 gdOoL 356IHolIYJIMDS.

ICT dofimgdol xs330L MBOHMbggwymasdo RsGomwmwo
605 04mb yz9ws 36033693560 sd@BHmco.

LYLEO 930boLEHGIS

3QPOWMIM03  d3DoOBg  PoMImygboeros 3069
50Mg6mdoL IT 3335605 (565-06@gaMsGMOm0 30335605)
Qo (Think Tank), 53

565w03H0379MH0  MmMRB0DIE0S
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SOMMEgdL 93boLEHYIOL ob30m5MGdOLMZ0L Jdgomo
B5d0x 900l 2ooYddb.

4.2. 59035 @5 M93mIgbs30900

§0b58gds0g ms3do HoMmdmagboos B3gbo bgw3s s ©93m39boE0gdol LodsGmzggamls ICT
30fm©gdol %5330l MLOFODbMYdOL MHBEOMB3gEYMmBoLsm30L. sdsbmsb, hgzgbo bggzols o
930096530900l dTBoIdOLLL, MoBoIrIemsE J60F369¢m3560 RSIAMGOS 93623530000l
(0982953090050 35630260 Y5500l  320302696H0. 9909250, IMIVs©IOMWo ©93mT9b30900
3600369 m3560 046905 936035380630 J39960L 0639300l 3OMELOL FoMBsMm™MZ0LL.

0056, 3M0GH0IMWs I60dz69wM3z5605, GMI JoMzge Goado, MBOHYBIgYmBowo odbgl
30096L553MMbMGdOL 93mbiolBgdol LHmMOo, adewsblgdamo s gi3gd@osbo s®do@gddw®s,

90093395 Mo0  0d69L  A5009bsFoemgd o MHmegdo s 3slvbolidygdemdgdo.  dglsdsdols,
39000635H90 ©93009605309030 HoMmBdmagboos sMsdbmmme ICT dofitrgdols xs3F398056

053533060900 6930395 s(30900.

4.2.1. 3603031000 06836LEOWJEHOHOLS S 30030390 BolEIIGOOL FoBLIBOZMS
20059H02980 s bsghorsdmtiober 36sghoz0l Gsgsemomgbo

NIS2  ©0M9dBHo30lL  dgbsdsdolo, 93Mm3sgdocmol (936  J39969030  2obLEBOZOWWO
300303mwo  Bgd@MMgdo. 5BsLmsb, godoxbmwos 960936gwm3zs60 s  doMomswo
39393MM00L MmOYs60Bs30gd0 B3Y30B0MMO 3M0EHIM0TgdOL LsEMA39ELDY. XSS,
Lobgbgo 15 bgd@GHmeo.

Sectors within the scope of the NIS2 directive

Large and medium-
. size companies, i.e., with
I W ‘ K | s | = >50 employees and >€10M

L o IE Iﬂ

Energy Health Transport Finance

Space in revenue, are in scope;
smaller organizations
are exempt unless they

Digital Postal Waste play a critical role in Fhe

Provider Services Management EU's economy or society.

Public
Administration

Water Digital

Infrastructure

Manufacturing Chemicals Research

B Essential Important
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9363538060L 36543030l Agoglo, 588 4oblsBrzmmos 3MoE03Mwo BgddmMgdo - 16
Lgd@GHmeo.

001bgo35© 0doby, GMI mommgyem Lgddm®L 9g0degds gs3gl FsMgarmeogdgero,

00969L553MHObMIdOL bgg®mdo 2950MYMBO0S 395¢Mscrv®o, 30535600
(NV) 0909e0 05 96m3gb mbgby. 93M™3539060L  Fgdmbgzgzsdo -

9360135380606 30dgHMLIBMmObMIPDOL  LosggbBHm (ENISA), bmem 533 9gdmbggzsdo -
300396MLsBOEMNLMIBOL s 0BBMHLBEHBHIGHMBOL MbsRBGMbMIdOL bosggbEm (CISA).

Critical Infrastructure Sectors

4(%&

Chemical Healthcare

Information

Commercial Technology

Facilities

Defense
Industrial Agriculture
Base

Communications

— Y

Critical Emergency Government
Manufacturing Services Facilities

Transportation

59 HB8H020 o mBs 0
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3309306 3030bsMgmdOLSL, 96  sOUYdMIL  gMmgbm  EMmbgbg Tggslgdwo  ©s
39bLBPIOMo  3M0GHO0ZNO  0bBOLGHOMIGHIOS.  5F5LmSD,  obLEBLIOMOoS
360030390  06gmMAsgommo  0bgmalBMdGGol 3 Lygddmmo / 33BJ3mO0s, M3
M315305MOL0s. 2odmfi3935L FomBmaagbl Igmmmermaool d934935390 s 3MgE035d0
0083¢9996@930s. 935096, 98Mf3935L  HomBMoIBL  3M0GH03MWo  0bgm®mIs3omwo
LobGgdol bLBd0gdEJOOL JMM0sB© OYPIBS S IBLEBEZM..

992020, 05

1. 94395 ©s06EIM9LYdMEo ABIGOL BsGIIMBOM, TBHI0EEIL LodsMMZg ML 3M0EH03 0

068360553 MdBHMH0L 3063900 bgdEMOmOo Los.
2. Lofiyob 9Be3by, dgbodg 353JMOO0L 30030320 068MEMTs30vwo bolEgdol bdogdGHIOL

2990994l yzgas ob byd@ Mo, G®mIgerog Lodfoxzol dswsw MbyIBYs s MMIGELSE 339 yo3L
0bbBo 0MM5©  derogto  Lgd@eememo 356 069dgmo. bsfigols 53%g, sligmo

LgdBHMOId05 Logbsbbe s gbghacm Lgd@mMgdo.

4.2.2. ©M@gdol 350065§ogds s 3mmMOHobszos

deaogero
30096MBsBOMbMYd0L 5OJoGgJG 0L 899993539005, 5930gdgEos, LHmGms dmbgl
MHMEgdols s 35bMbolidgdemdgdol gsEbsfogrgds. 93MMm3ve  3MogdB03sbg
©Y4OHbMdOM, LgdBHMOwo ImEYwo dgodaegds Bsdmyswodgl 890 gabsocms:

30096 BONbMYOOL

305256M0 239089995398L 9O ™36 JoyMdsl, 3:e0@03gdLs s
8 BIBILG0IOL

6‘56’0?)(3@06’063@0 *bOHMB39Ynxl 3nmMOEobsgosk

2hggdo

2390899853930 Lgd@GMOOLM30L GO 3Me0E0390LS S
bOE](”)"’"’ZDQ’O 9393090, HMIGEo3 1sbbggMsdos dmsgzsmo
3569290MJdg0 85693906 gdwob Bog® FgBBoggdNL OIFILIGOIBMD
»g905 *200639@gmgL LHOHYWO HYFIWOEOIOOL SQLOTHOOL
b9sdbgzgmmdsls

3000030 bgdogddo
/ 30003 meo Lolgds

*1DOHMB3gymal MM 30900l FglGvyegdsls
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§0658009d56g 43901539030 {omdMm©a9gbowro doymds 9i3dbgds Bgdmblighgdwer dmgwl:
dmogoo  sOgammomgdgro > LgddmOmmo  dsgammomgdgmo > LgdGm®ol
§569mdsa9bgero Mfiggds. sbsewmy0Mo®, doM0msEo 3oMYaIEoMIdIEO 3MEOGH03S ->
19dBMOOLMZ0L L3gEOBOYMO 3MEOGH03S (5900, NIS2 oMgJEH0gzs -> DORA).

bgdomreo pogOO6ab

8569321000690 Jo

§56M3mop9bgero
obggd>

4.2.2.1. Geagmo 1: 308969b5%G00bgdols 0535650 336393 21¢r0989¢00 «9g985

20059H02980 s bsghorsdmtiober 36sghoz0l Gsgsemomgbo

NIS2  oMgdBHogol  Tglsdsdolo®, 930w gdgEos  sMLGdIMdEIL  39BGMwGO
0530MH0b60MOgdgo  Mfggds s 3033099BHIO  0b3obEJPBY  B1gox0M9d0L
96™36990 Xama30 (CSIRT). 5060360l d0Bsb0s, 9OMm3bw9e0 Mmbol 30d9MTgEH93900Lsl
36 300BolgdoLLL, BEYb3gEymls MiiygdsmsdmMolio 3MmMEobsEos s 515939, BsFoMmmgdols
89000b393530 g36M1M3538060L 30dIOHMLIBROMBMIdOL LsggbEMUL (ENISA) 30896 300Boligdol
Jbgesb (CyCLONe) 06g3mMAs300L gsB0ostrgds.

0d0-bs @O  93MM353d0M0L  3ModBH03I0L  sbsgrobo  sh396gdL, GMI  3GOGH03WWO
06835 EMYJEHOOL JoOMOMOO FoMYR0MHGOIO s HBYITHYIWOZIO MORBODI309
560l 95¢nm3560 Mggds, 395353010 FsbEIE0MS S SNBGKIEgdOL dgdsbobdgdom.

590-b 990bg93580, 50b0dbME MMl SLEOWMEdL 5Td LsddMdIML  MLsFOMbMYdOL
©93563535b9E 0ol (Department of Homeland Security) 439-0909995 30890xLOBODBMYBOBS O
0b6x3mLEHOJEHMOHOL ©o330L Losygb@m (Cybersecurity and Infrastructure Security Agency —
CISA).  sboseomyom®s©, 93Mmm3s3806M0L  ggz®o  Jggybgdol MaMmsgmmgls  9gdmbgggsdo,
506036 HGmEl MBOHMb39mymeagb dsgrmgsbo Miiggdgdo (Jobsgsb Lsgdgms Lsdobolidmm,
Lobgdfoxzm MBsgm®mMbmgdol LsdbobMo, 153330l LodobobBMm).

# Country Ministry Sub-ordinated Agency CERT Name
1 | Austria Federal Chancellery Federal Ministry of Interior | CERT.at

Centre for Cybersecurity

Belgium (CCB) CERT.be

2 | Belgium Prime Minister's Office

Ministry of Transport, State e-Government
3 | Bulgaria Information Technology CERT Bulgaria

- Agenc
and Communications gency
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Croatian National CERT

4 | Croatia Ministry of the Interior (CARNET) CERT.hr
- Office of the Commissioner
Ministry of Transport, of Electronic
5 | Cyprus Communications and . CY-CERT
Works Communications and Postal
Regulations (OCECPR)
Crech National Cyber and
6 Republic Ministry of Interior Information Security GOVCERT.CZ
P Agency (NUKIB)
7 | Denmark Ministry of Defence Centre for Cyber Security DK-CERT
(CFCS)
Ministry of Economic Estonian Information
8 | Estonia Affairs and . CERT-EE
. System Authority (RIA)
Communications
- Finnish Transport and
9 | Finland Ministry (.)f T.ransport and Communications Agency NCSC-FI
Communications .
(Traficom)
. . ) National Cybersecurity
1 F P M 's Offi CERT-FR
0 | France rime Minister's Office Agency of France (ANSSI)
11 | Germany Fede.ral Ministry of the Federal folce for . CERT-Bund
Interior Information Security (BSI)
12 | Greece Ministry of Digital HeIIenlf: Cyber Security GR-CERT
Governance Authority
. . National Cyber Security GovCERT-
13 | Hungary Ministry of Interior Center (NCSC) Hungary
Department of . .
14 | Ireland Environment, Climate National Cyber Security IRL-CERT
L. Centre (NCSC)
and Communications
. o ) National Cybersecurity
15 | Italy Prime Minister's Office Agency (ACN) CERT-PA
Information Technology
16 | Latvia Ministry of Defence Security Incident Response | CERT.LV
Institution (CERT.LV)
. . Ministry of National National Cyber Security
1 L ERT-L
7| Lithuania Defence Centre (NKSC) CERT-LT
18 | Luxembourg | Ministry of the Econom Cybersecurity Competence CIRCL
g y Y | centre Luxembourg (C3)
Ministry for Finance and Malta Information
19 | Malt . . . MaltaCERT
atta Financial Services Technology Agency (MITA) aita
20 | Netherlands Ministry of Justice and National Cyber Security CERT-EU

Security

Centre (NCSC-NL)
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Ministry of the Interior The Internal Security
21 | Poland and Administration Agency (ABW) CERT.PL
Ministry of National National Cybersecurity
22 ERT.
Portugal Defence Centre (CNCS) CERT.PT
. Ministry of Internal National Cyber Security
23 | Romania Affairs Directorate (DNSC) ROCERTS
. National Security National Security Authority
2 . -CE
4 | Slovakia Authority (NBU) SK-CERT
L . Slovenian Information
25 | Slovenia zﬂé:?;:ztzt?;:hc Security Administration SI-CERT
(AKOS)
Ministry of Economic . .
26 | Spain Affairs and Digital Nat|‘onal Cybers:ecur|ty CCN-CERT
. Institute of Spain (INCIBE)
Transformation
. . Swedish Civil Contingencies
27 | Sweden Ministry of Justice Agency (MSB) CERT-SE

259865030 A3 2056390285 5 3592393900

NIS2  ©o6MgdBHogol  gLodsdolo,  (oglisbo  ogml  asblsbmgmmo  GmymM3
396@®3oBgdMmo /  d0MHomoo  BsMgaMwomgdgero, g3y,  geMzbmmo  3ghEol
bAHOGHMLOS-

06836353090 MLOFODHBMYOOL Jglobgd  Lodo®mzgaml  356mbols msbsbds, LLO3

39053 07m-3gd603MM0  Lssggb@m §omdmoyqbl 3o639wo ©s dgmeg 353)aMmOools

36003030 0bgmMTs30o  LobEgdol  bdogd@gdol  BgsdbgEazgw  MOYSbMU.
505bmsb,  gHM3zbMo  3089M3M0BoLOL MM, BssygbGHM  MBEGdTMLBOEo  bEYds

Mbgeddmgzabgemml  figgdamsdmMmol  3mmGmEOobsEgost.  dgLsdsdols,  s0bodbwyero

MBREYOSIMBOEGds 533MTdGHWIMO© IbS FM0sBEMIOEIL, MM M3gMsEH0rw-39gdbozm®o
L55396G ML 3960GH0 HoMBmoy9bL gOHMm3bmem 39MHEGL.

033y, 36M3960s gMHmgbmeo CERT-ol LGs@dnlo. Lmaosw® Jugedo (Facebook),
Lodomggml  gbmgbmwo  CERT-ol  9390H@bBg  domomgdmwos  LLod 305360
9056000390 Md0L  LosRbFGHM. sLg39, 06xMETs30Mwo MLOsFOMbMYdOL 356Mmbo (LggMHml
doM0m50 569009090 ©™3Yd96E0) (35eLobs 56 5YgbL 9HM3zbmro 3gMEH oL
LEASGHMLL.

33w930L 308@0bsMmgMdOLLL, 36 $MLgdMdL ICT dofimEgdol X330l MLsRMMbMYdLI
005353806900  B3gE0BOMOO MYAMS30s 3MHOGH0IMNWO 0bBMOIs30Mwo  LoliGgdol
19909d3HJOoLM30L. 1939, 390M[39g35L HoMTMoPIBL  MFYgdol MGYSBOBsGOIo s
300G 037100 3030090 Mds, LEBMYIMYOOL BOMdS S S6YIMOTZ5EYOEGdS.
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0930299605305

1. 30096MLsxOMbMYdOL 003500 FoMYYME0MYOI0 MMRBML ©I3MEWOEHODOMGdY,
©59MM30JIMOOLS @S 9629608350 gdgdol  FoBMHs. 5B MEolsM30L,
LLO3  ,m396M5FGH0-3H9db03MM0  Looggb@GHmb” Lobgwdfoxzm 0bxgm®mdsgorwo  ©s
30096MBsBOMbMYdOL 396GHMOL 25d0gMYds S Fo3)o NMfYgdol - ghmgbrymo
308960LsgzMMbMgdoL 3960l Bsdmysmodgds. 89©gao©, bygombol 3608369 mdOL
boBgolids, 90994353 M0 MHgbyOLgdol IMdOE0DYds s LabmsEMgdsdo bmdols
5050gds, o3 bgwl dgmhymdl goHmzbmmo  30M0E03Mwo  0bxBOSLEMWJEOOL
Q53350

2. LLbo3 M39MmE0ME-BgdbozmMo Losgagbdmls 3gh@l dogbodml ghmgbmmo 3gMEHOL
LEBSGYILO 5 298M0MOEbMI J50sGBIMYIO 35LHbOLIYIOMBYDO.

3. LLo3 Mm396M5¢ 0939960399005 Lss3gbE ™A 908v9dsmls s 58GI0EMU ICT dofjmegdols
X9330L MBORGMBMYdOL 30¢0E033, HMIJEo3 046905 J0MOMIEO ToMYYMLOMYOIO
©™ 39999630 LOJoOMNZGW ML 3OOEGH030 0bZOILEHOMIGIOOLM30L.

4.2.2.2. 6eagmo 2: bsgobsblier bgdhemeol 8598 29eroi989¢00 «9hg98s

200A9H02980 s bsghorsdmtiober 36sghoz0l Gsgsemomgbo

BOBOWO  LyM3gMO30Mm  8gY™doL  sjBHoL  (DORA)  Tglsdsdolo,  Loggobsblicm
0bLbGHOGME0gdL PbEIdIM F5eEIdYgds, bbgs Fmmbmabgdmsb gMms©, ©soEzsh ICT
30fj20gd0L X5330L MLsxzMmbMgdOL 3MmmbM3zEYd0. 535U, 0BLEOEME0YdOLmZ0L BBYdS
3590 g0s bb3s MFyg090m9b 90050, (396EHGIIM 3563 49 BosmMb 0630w 6EJdOL
d9Lobgd 0bBMOT530s. 50b0TBMETo BMOsDBMYdS MMM 930M™I3d0M0L 396G MEmO
05630, 515939, 913623530060l 3009OMBOBOPBMYGOOL Lo gbE™ (ENISA), o3 096b3zgMsdos
fobs 300 (oMmdmagbow MY msb. ©@sds@gdom, NIS2 ©oMgd@ogzol ™sbsbds,
Lodsb3M LGBIOH™M 993939 MYYMEs300L bBgOMJTo.

25986030 F32056390285 5 3592393960

06x83MM3530990 MLsBOMHMIOOL globgd Lods®mzgarml 356mbols Lagwmdzguby, Bglsdg
35393MmOool  300EH03Mo  0bgzmMTs30Eo  LobEgdol  LvydogdBgdoE  gsbolsbmzms
3396300 35639006  (Lsggobsblem  0bliGodwBdol) bsfoeo. Tglsdsdols, Lo
GOBOME0o 33560039eMBOL L5 gbE ML Is6sEHO J93M(39EEs 53 MMHR60BoE0gdbY. T3,
d9megL dbM0g, LsdsMmgzgumls 9HM36wo 83630 FoMmBmaoagbls Imsgs dsMgymemomgdge
(3039396GH7MM) MGRBML Logobsblics 0bLEOEGHWEHIOOL HBgsTbyE3gLMdOLMZOU.

50Ls60dbs305, GMI  gMmzbmem  dob3l, sblblszgdom gogtrmemo  ddsGmzgemdols

L5539bBMbo, 29956605 LBIOHML MY o@mgdol »MBOM bsbay®dwogo o0bLEoGWEoMGO
3°9mE0Wgds s Jdgomo  39dsbobdgoo. sMBGOMBL @S 3MOgE03580  JIgOMOs
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960369mo 05630l 9370530900 bom3gMHOE0Mm 60ob3gool 356300,
30096MBsBOMbMYdOL BsGBML, SWIFT LobEgdslmsb moglgdsMdoLs s dgmfigzsmdols
AILEGHOMOOL  30F>OMMYGO0m. 535L0sb, gMMzbmmwo Bds630L ICT 0bBOLGHOMIBHMG®,
1537000 MLsBOHDbMIdOL  TgodgdEmdIdo  (JHM-gOHmo  LoxsHm  sFgligdergdss
GHmIgeos 5395gmuoegdls ISO/IEC 27001) s Lodfoxg MBROBM 35630m56GYRMWOs.

33930l 3090bsMmgMOOLLL, oM SOLYIMBs BagsMMN3gEmb Lsggobsblm Lgd@mMols ICT
dofjm©gdol x5330L GgameEs30s. SB93g, ¥3bEM3s60s M5 OMEO s ITMIOWIOYLIDS
090dgds  ogml  dgbodg  39BH9RMMO0L  3M0GH03MWo  0bBMm®mIs30o  LobEgdol
10099dGgdol  BgsdbgE3gwl - L3 FoBOIWO  FF>OHMZYMdOL  Looggb@GHmbs s
Lo30bsBLM  LbgdBHMOOL O350 FoMYRI0MmYOIL - LodoGmzguml gMmgbomen dsb3l
dmOob.  2ob6Lb3939000  589M03MWO S  93OM3NOo  3M5dBH030LE0, LogdoBmzgaml

L530656LM BgBHMOO 56 FoMmTMoYPIBL o 39 LydBHMOL 3O0EH03WO OBBMEOTs30vIE0
063G BH OOl 396LsBEzMOLLL.

856g3:2@oMgdIEo
1

“NBG bod@mmols

{om3msa9bgemo
aaﬁgagzqu;%ﬁ;gbg@o 9fggdd

930209605305

1. 936Mm35306008 ©0MYJEH0390mb Tglodsdolbmdols s LgdGHmOmol  bsFoMHmgdgdols
BOHMB39wYmgz0bsm30L, I60d369cMm35605, Logobsble LgdEmMo 3s3moyml HMaMG;3

500293000909¢0 300G0, 0 bgd&Hm6o.
2. bgdBH™OmoL  MH9aoMmgdol  9539dBH0BMdOL  gosbOEOLsMzol,  JoBsbdgfmbogros

Loggobsblm  LgdBHmOL  gsgwgl  3m3393gbEMGO  FsMgammo®gdgeo, GMmIgeros
BOMb3gwymxzl LgdBHmO®By TmMygdMmwo MYYMsE30gd0L dgdmBs3gdsl. 39Mdm,
39058503900l 1530056 530gdoLIMZ0L, JoBIBIGHMmbowros Laxrobsblim LgddEmeol
00960 53090%g 3sLvgbolidagdgmo ogmls dbm Usgds®mzggemls ghmgbayemo
Bu630.

3. Loggobsblim bgdEH™OOL ICT dofimgdol X93300 MBoRMMbMIdOL
MBOHMBZgYmBolomzol @  9dobmsb,  930Mm393006M0L  ©0M9JE039dm6
3563mbobsgool Jobbom, ghHmabmeds 356305 doowml DORA-lcsE 0sgligdsgo ICT
90fm©gd0L x5330L MUsBMMbMIIOL MYYMEs30900.
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4.2.2.3. 6eagmo 3: 969639903065 05 PgserdemBsmsg ool bggdor®ol ds693«1cr06989¢»0 «fy98s

20049602980 s bsghorsdemtiober 36s9hoz0b Gsgseromgbo

9360 353d060L5 s 583 30030390 06g33MSLEHMYIEHMMOL dodmbogs s639690L, GMJ
96963930305 @5 §Yodmstrogqgool  LgdBHmOmgdo  FoMImoygbl  gMHm-gMm
36M0MM0GHIGHM™  ©5  ©59MY3000909w  BgBHMOL. Abgoglo Bogobsbbm  bgd@EmMobs,
9696393030L5 s Fyogdmssggdols gdBm®L go9Bb0s bgdEMGOLm30L sIbIBOSMYdYo
Lom3gMogom ©s  30dgHMLIBHMLMIBOL  bsFoMmMgdgdo. 9535000Lm30lL, FobsbLMO
LgdBHMOOLsE 256lbgsggdom, gbgham ULgddmMo sJBHowMsE 09ggbgdl o0bwmbiBMmomo
3m6@OMol  LobEgdgdl (ICS) s TgbadsdoLs, glisdenms dg@Eo 5J3gbGo 3953900mL
Lsm396530m  $gdbmemyogdol  (OT)  MLsgg@mbmgdsby, 30©GO)  0bxmEI>z0vgeo
A9gbmemaogdol (IT) ©o335%g. 3603369cm3z560s, LgBHMMol odsmo sdmygbgdwyeo
04ml  9Mm350Mm3560 doamds ©s 898v9dszgdeo ogmb Lyd@GmebBy BmMAOMWO
OIRYL30YOO.

5980020 dosm05(098s 50m 10)

3309306 800@0bsMIgMdOLOL,  LyJoOM3gML  3M0G03MWO  0bBMETs30IE0
0bg®mLGOMIBHMOS 6  3bmds  3sm3gMmws©  gsdmgmazom  9bgMag@0ozols @
09450000900l UBgdBHm®L.  LgdBHmMgdols  ©s  Fgbsdsdolbo  mMASBODIE0gdOL
2396L5BEOZMHOLLL, M8Ybodg 9bgMam 3mB3560s #sBLIBO3MMEO 0gdbs GMaMGE Tglisdy
35003MM00l  3O0G03Mwo 06gm™dsgommo LobEgdol brydogd@o. mdEs, 90dwobsty
3 mdsMymdom, ULsbgwdfonml 3momgbowgdsdo / 3mbEmmmol gggd dgmmo gbgGam
3033560980l bsfiogo gsblsBMaM MmO, Grmym®E 300390 35EgRMMool mdogddgdo,
bome  390dm  LydBmOoL  IgEMmdgmmdsdo  sOLbYRdMEo  gbghpm  mMysbobszogdo
0093m003b690s 09U  39AIRMOOSL.  5ToLMSD, 9 sOLYGOMBIL  9bgPm  LgdBHmOol
L5 F0MHMYddBg IO ICT BofirEgdOL K 9F30b 5353060 gdo dmmbmgbgdo.

0956939009890 1 -
GNERC

bodBmeols
05GgameoMgdgeo 2- OTA §568m3500p969¢0 2hggds
09509390M9d9wo 3- DGA

9920209605305
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1. 969093030l  ©@s  igoedmBoMoggdol  LgdBHmOmol  3009OHMLIROMbMgdOL
L5F0OMYdGOoLs @S  LGPIOHML  Fb0d3bgEMdOL  Jomzserobfjobgdom, 3MoE0IMEo
06g8m®3s3090 LolEgdob bwYd0gdBHgddo (9¢399IE 39(HJIMMOsE J5dmoyml gbgtam
005 §95c08mBs6539080L LgdBHmco.

2. bgdBH™OHoL  MH9AMwoMmgdol  9539dBH0BMdIOL  gosbOEOLsMzol,  JoBsbIgfmbogros

969603930305 @5 [godmTsGroagdol  LgdBH™OL  gog3gl  303393gbE Mo
3oMgamemoMgdgmo,  OmIgwoz  YOOME3gwynazl  Ugddmedg  dméygdmemo
69395309006 39899953905L.  39MIM®, FOIWIBIMZIOOL 63006 530w gdOLIMIZOL,
80%ob3gfmbogos 969693 030b5 5 £95¢00dsM3900L UadGmOol
3009M6g31e53090%Dg 35Lvbolidagdgeo ogml dbmeme LsdsHomzgamml gbgeagdozolbs

05 §145¢3mFs6r53900L gHM3bMmo 3m3obos.

4.2.2.4. PFMS - 230656b025 bsdoboliheer os bsbgerdpoger dobyo3980b bssggbde

20059602980 s bsghorsdmtober 36s9¢ho30b 8s3s¢mo02980

589 290m300090s 3bsYMABL, HMI BIOIHIOO TgYo39d0L MBOsBOHMLMGOOL LodFM
(FASC) o 3m39MH300L  ©93503H9d96G0  Bamdl  Tgbodsdol  FsbsBl  mMmMEs©
bOMB3gyml  Golgol dgd33gero dgligozol 0wIEGHOROEOMYds s  LsFoMmgdol
899mbgg3530 30300650y BMbBagiool BghgMgds.

598020 dogm3509mbs 50m 0

3309306 3090bsmgMmdolsl,  Lobgwdfoxzm  Fgbyozqgdol  Losggb@GHmbs ©s  LodsGmggarmls
5306565 LEAOBOLEHMMY 56 Qo9BBOS Mo GO Mo ICT s BYM30LgdOL dofirrEgdolL X sF30L
MBOBOHPHBMYOOL M Bermbzgeymasdo.

9923020, 05

1. Lobgerdfogm dglyozgdol bosagb@mad «bOMbzgumyml ICT dofimogdol xsF30l
MbsROMbMYBILMID 393000900 F0YOIMEO 300GH03gd0LS s LEAMIEJR0JdOL
S0LOMWYdoL  dmboGM®mobao  Logmmsto  3mI3gBYbgool  BsMegddo. 39Mdm,
MBONb3gEygml  530dogemo ICT s LgM3zolgdol  Igligozgdol  I3EIEMdOL
0©96GH0E8035305 s 369396305 Lobgwdfoxm Jgbyoazgdol gMmosbo gugd@®Ombmwo
LobEGgdol bodmogdOm.

2. Lbobgardfogm 9yo3900L bosggbEma «MBMHMb3zgeryml ICT glyoaz9d0l 99dmbggzsdo
LBOBPIOFAMO 306G NOO FrMbM3zbgdol d9999853905 s 083 TgbE 300
dmboBmemobyo.

3. LodoMomzggml  gobsblors  LsdobolB™mmd, Lsbgmdfogm  bsBobsbmsb goms,
MBOMb39wyml 08 GHMsbBJ30900L 0IBGHOBOEOMIs ©ds 36g39630s, MMIgEos
5393806939005 ICT s bYMZ30LoL JofMEIOOL X oFF0L MYAMWSE0JOO0.
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4.2.2.5. 93006200300 bsdobobhEer s bsgsmgea bsgdgoos bsdobolhtren
5IH8(030 Jg05(590285 S0 o}

339306 3090bsMgMBOLLL, LodoMmMz9wMmlb 93mbmdogols s dEYMOIO Fsbgomsmgdols
Lo53gbGMLS o Loga®gm bogddgoms LsBoboLEHMML 56 2s5Bbos sMvg0oMsM0 Graeno ICT
90{imq00L x5330L MLOTRONBMYdOL MBEOYb39wyme3sdo.

©53 300090 MdOL 833900l d9damd, fergdol dsbdow By, gmor-gmo 360d3bgermgsb
390mfi3935L  Fo@dmsagbls GMLgmol BggMsEool ICT dsDsMBY ©FM3I0EYDOYYDS.
396Jdm, ICT s BYM30LoL dod)mgdgwo 30md3560900L »MIMSZEgLMds, BodsMm3zgemdo
36MOMmOMIBHIPL  Jos  OHMLgmol  (ELom) mBoLoL  dsg3eom.  SBswmyomGs, ICT

36MHMmJGgdol G903, ©6gxMY3s @S TBIMOFIMS JOMOMOIP bMM(309EPIOMOS
9o0oL §o0IMBogbarmdOL 45300,

09302096c050305

1. ICT s UgemzoLgdol dofim@gdol xs3F30L  MLosgmmbmgdol MbOMBlgwlaymas,
Bogdotomggamls 930mbm8030Ls S B0 396300056730l sdobolEBHM™I, Lods®orzgammls
LsgoM9c L530boLEBMML EsbIsMYPd0m, VYBOYB3gEYMBL TMES3560153905 ILOZEIE
300356090056 Mlogmmbm oM gIMMgdsms s Fofimgdol  x53F3900L

MBOHMB39wbsYMBS©.

4.2.2.6. bsbgardpoger sopcoodol bsdbsboyo

2009H080 s bsghorsdmtober 365300l 8sgsemomgbo

Lobgedfoxzml Momwglo do3mbE®mMmEgdgwo 3mbLEHOGHWE0MMO MmMRB®, GMIgEos
bgalb MHgmdl Badsensdgb@m Bgsddy39eMdOL obbMME0gmgdL. 533 godmEowgds
3bosymxl, Mmd US Government Accountability Office sg@om®o dmbsfoggmdl ICT
90fm@gdol  x53F30L  MLsRODbMYdOL  MBOMBIgYMe3sTo. FoOOMOE, 093330V
933H™MH0Do300L 5g@do (NDAA), 0lig39, MMM 3 b3S 5939030, J0mM0YdI0s, GMA SJGoL
90090056 150 ol 9999y US GAO Bos@oMmgdl s990o@b 0dol oloygbs 0y
6509bs® 98390565 FgoliBrs 05303308 ©Y35MEHTIB6GHTS 5B O30LMYdIYO
3oLQIOILYOD.

936M™353d060l dgdmbgzg35d0, NIS2 ©oMgd@ogzs 2obLoBO3Megl 93MM30L SEOGHMO™M
Lobodo®moerml (European Court of Auditors) 993 qds-0m35gmdgdl. ECA Fo6dmowpqbl
9363mdoboobs s 93MM35MHWsd9bEOL LsbysTbg3gE™ 0bLEMWAEEL, GmIgwog 53

MOQ96mgdl  FoMmygbl  ©odm3090go,  F039MmAMgdgr o 3OHMBILOIE
GIO1IRY JoTteTste]l
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5 9HB8(020 Josm05(98s5 s0m 0

331930l 303 0b56MHgMdOLSL, LobgudFoxm 5O EOL LHALIbMOL 56 A55Bb0S BMOTsErMEO
G20 ICT s Jofmgdol X o330l Misgmmbmgdol »BOHMbggarymazolismgob.

992020965305

1. Lobgedfoxzm s9o@ol bsdbobm®Ts MHBEWMB39EIYML LodsMmzgaeml 3mblEoGwE00m
©530LMdMo  IMZoegmds, M3 Lbgs  @bsMBgbmb  ghomo,  gmerolbdmdl
Labgedfogem 3600E03Mwo 0bgm®mBogomo 0bg®malBMmdBMEoLbs ©s bsbgwdfogm
35693093 gdols Logdosbmdol 9gg3slsgdsls.

2. MBOHMB39wyml Lsbgemdfogm dgligowgzgdol Holizgdols Mgglid®do ICT s bgMzolgdol

90fim900L ®0ob3gd0L om35¢0obf0bgds s YM39gWHw oMo SOMds.

4.2.2.7. bspes®cr 39602 05659962085 s Think Tank-980b 35de»09(985

20059602980 s bsghorsdmtober 36s9¢ho30b 8sgs¢mo0r960

93603538060L5 o 588 odMEOWYds (3bsYMxL, ™I 39Mmdm bgddmMo §sGmIMswanbl
439es 3603369em3z560 MYR@MIOL, LGHMOEIR00LS s 3moE030L sbmygmagem Bsfogls.
5056056, NIS2 s DORA  36003690m356  gmEo@egdsl  »mdmdl Loy s®™-39M3AM
0565396 3mdol dgdob0Bdgdol 99dabolis s gobz0mamgdsl, o3 dmo3o3L MM
399m30WgdoL  2oH0sMgdsl, 939,  3600d369wm3zsbo  0b30YbEJOOL  Fglobgd
0683635300l F0B0sMYdLS (cyber threat intelligence).

598020 doam35(9mbs 50m 0

30096MBsBOMbMYdOL Loy sOM-39MdM  sbsdIOMIMdOL d9Job0BTgd0 gobgomsmgdols
bofiyol  9Bo3bgs.  Igmegl  dbMog, 96083bgwrmazsbos, OGMI  BBsMBY 96 bgds
30096MLogmmMbmgdol  Think  Tank-9d0l  Bsdmyswodgds o  9b30m6Mgds.  dbbgoen
L59M5dMOOLM  30MmgdBH9ddo  Jmboffogmdl  LsgMmsIMEOOLM  3MbLMmM0MIgdo 96
B5Do0Bg 339 9OLYOMWO BHEHIOGEOIO 33093000 (395EGHMJO0. B535¢005, 350Mmf3935L
fo®0moagbl  dgdmbggzgdo, MHmELsg  LoxsMM-8gobsblgdol  FsGmgol  LegMmdo
39303000 MmMYBoBE0s  FLOWMI  30dgHMLIBHMLMPOL  LBIOHMTo  SOLGIMEO
36mgdBgdols @ v aMmbFgdol  Im3m3ggdl, o3 00msgomzg Izl Sbogro
300960mLOROMBMGIOL 33693000 MORBOBOF0JdOL 9Bgbs-39630m5MPO.

0930299605305

1. 300960MLsxOMbMYdOL 3360930000 MMYB0D309d0L 39630050930 LS S bgedgHymdols
LEAHOGIR0d. Jdgomo d9dsboBdgdol sbgMY3s, MMYMMOES Loa®mebdm Bmbogdo,
3393000 30993 gdols s 360936900356 36:09J3H90T0 PsODYMIOL Fobogroligds,
G553 MBOMB39wYmBL  Lods®mzgmmmdo  dglodsdolo  gdudgMGHoBol  dgdadbsls o
©MM3905b.

GITAC

105



| ICT 80fr9d0L x 5330l MLsgmmbmgds

2. ICT @5 byM30L9gdoL JoFMEYdOL X5F30L MYYMEs309gd0L 89ddbs0 odEH0Mms BogMHmmls
0bMLGH®o0L  Fo00mAoygbgmo  mGmysbobsgogdo, Tsod FmGolL, IT s 30dg6
3033560900, 330093000 0BLEOGHYGHJOO O 5BLHTMOZOMDM MMR60D(30900.
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5. QsbsMngdo

b5O™O #1: 936m3538060L (93600 J3996900L 3009HYLSBOPHBMGIOL MM bM9dO

# Country Ministry Sub-ordinated Agency CERT Name
1 | Austria Federal Chancellery Federal Ministry of Interior | CERT.at
. . . ) Centre for Cybersecurity
2| B ' ERT.
elgium Prime Minister's Office Belgium (CCB) CERT.be
Ministry of Transport, State e-Government
3 | Bulgaria Information Technology and CERT Bulgaria
. Agency
Communications
C ian Nati | CERT
4 | Croatia Ministry of the Interior (C"Z::j;) ationa CERT.hr
Office of the Commissioner
Ministry of Transport, of Electronic
-CE
> | Cyprus Communications and Works | Communications and Postal CY-CERT
Regulations (OCECPR)
Crech National Cyber and
6 Republic Ministry of Interior Information Security GOVCERT.CZ
P Agency (NUKIB)
7 | Denmark Ministry of Defence Centre for Cyber Security DK-CERT
(CFCS)
. Ministry of Economic Affairs | Estonian Information
8 | Est CERT-EE
>tonia and Communications System Authority (RIA)
. Finnish Transport and
9 | Finland Ministry (.)f T'ransport and Communications Agency NCSC-FI
Communications .
(Traficom)
. . . National Cybersecurity
1 F P M 's Off ERT-FR
0 | France rime Minister's Office Agency of France (ANSSI) C
11 | Germany Federal Ministry of the Federal folce for . CERT-Bund
Interior Information Security (BSI)
12 | Greece Ministry of Digital HeIIemF Cyber Security GR-CERT
Governance Authority
- . National Cyber Security
13 | Hungary Ministry of Interior Center (NCSC) GovCERT-Hungary
Department of Environment, . .
14 | Ireland Climate and National Cyber Security IRL-CERT
. Centre (NCSC)
Communications
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. S ' National Cybersecurity
15 | Italy Prime Minister's Office Agency (ACN) CERT-PA
Information Technology
16 | Latvia Ministry of Defence Security Incident Response | CERT.LV
Institution (CERT.LV)
. . . . National Cyber Security
17 | Lithuania Ministry of National Defence Centre (NKSC) CERT-LT
- Cybersecurity Competence
1 L E L
8 | Luxembourg | Ministry of the Economy Centre Luxembourg (C3) CIRC
Ministry for Finance and Malta Information
19 | Malta Financial Services Technology Agency (MITA) MaltaCERT
Ministry of Justice and National Cyber Security
2 ERT-E
0 | Netherlands Security Centre (NCSC-NL) CERT-EU
Ministry of the Interior and The Internal Security
21 | Poland Administration Agency (ABW) CERT.PL
22 | Portugal Ministry of National Defence National Cybersecurity CERT.PT
& y Centre (CNCS) ‘
. . . National Cyber Security
23 | Romania Ministry of Internal Affairs Directorate (DNSC) RoCERTS
24 | Slovakia National Security Authority :\:\?;Bnal Security Authority SK-CERT
- . Slovenian Information
25 | Slovenia Z/ldlrr:?;:;/t?:tlia;:“c Security Administration SI-CERT
(AKOS)
. Ministry of Economic Affairs | National Cybersecurity
26 | Spain and Digital Transformation Institute of Spain (INCIBE) CON-CERT
- . Swedish Civil Contingencies
27 | Sweden Ministry of Justice Agency (MSB) CERT-SE
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6. 3030MYMIR0S

IGO0 JO0

United States
1. Cybersecurity Information Sharing Act (CISA) of 2015

- United States. Congress. Senate. 2015. *Cybersecurity Information Sharing Act*. Public Law 114-113.
129 Stat. 2242. https://www.congress.gov/bill/114th-congress/senate-bill/754

2. Executive Order on Improving the Nation’s Cybersecurity (EO 14028)

- Biden, Joseph R. 2021. “Executive Order on Improving the Nation’s Cybersecurity.” *Federal Register*
86, no. 99 (May 17): 26633-26644. https://www.federalregister.gov/d/2021-10460

3. National Defense Authorization Act (NDAA)

- United States. Congress. 2021. *National Defense Authorization Act for Fiscal Year 2021*. Public Law
116-283. 134 Stat. 3388. https://www.congress.gov/bill/116th-congress/house-bill /6395

4. CISA's Information and Communications Technology Supply Chain Risk Management (ICT SCRM)

- Cybersecurity and Infrastructure Security Agency. 2020. *Information and Communications Technology
Supply Chain Risk Management Task Force Year Two Report*. https://www.cisa.gov/publication/ict-scrm-
task-force-year-two-report

5. White House Executive Order on America’s Supply Chains (EO 14017)

- Biden, Joseph R. 2021. “Executive Order on America’s Supply Chains.” *Federal Register* 86, no. 40
(March 1): 11849-11854. https://www.federalregister.gov/d/2021-04280

6. Federal Acquisition Security Council (FASC) and Interim Final Rule

- Federal Acquisition Security Council. 2020. “Federal Acquisition Supply Chain Security Act of 2018:
Interim  Final  Rule.”  *Federal Register* 85, no. 148 (July 31): 45335-45353.
https://www.federalregister.gov/d/2020-15824

7. NIST SP 800-161 (Supply Chain Risk Management Practices)

- Boyens, Jon, Celia Paulsen, Nadya Bartol, Kristina Kemp, and James Smith. 2015. *Supply Chain Risk
Management Practices for Federal Information Systems and Organizations*. NIST Special Publication 800-
161. Gaithersburg, MD: National Institute of Standards and Technology.
https://doi.org/10.6028/NIST.SP.800-161

United Kingdom
— |
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1. National Cyber Security Centre (NCSC) Supply Chain Security Group

- National Cyber Security Centre. 2016. *Supply Chain Security*.
https://www.ncsc.gov.uk/collection/supply-chain-security

2. Centre for the Protection of National Infrastructure (CPNI) Supply Chain Security Guidance

- Centre for the Protection of National Infrastructure. 2015. *Supply Chain Security Guidance*.
https://www.cpni.gov.uk/supply-chain-security

3. UK Government’s 5G Supply Chain Diversification Strategy Working Group

- UK Government. 2020. *5G Supply Chain Diversification Strategy™.
https://www.gov.uk/government/publications/5g-supply-chain-diversification-strategy

4. Telecommunications Supply Chain Diversification Advisory Council

- UK Department for Digital, Culture, Media & Sport. 2020. “Telecommunications Supply Chain
Diversification Advisory Council: Terms of Reference.”
https://www.gov.uk/government/publications/telecommunications-supply-chain-diversification-
advisory-council-terms-of-reference

5. Defence Cyber Protection Partnership (DCPP) Supply Chain Working Group

- Ministry of Defence. 2013. *Defence Cyber Protection Partnership*.
https://www.gov.uk/gsovernment/groups/defence-cyber-protection-partnership

6. British Standards Institution (BSI) Supply Chain Services and Solutions

- British Standards |Institution. 1901. *BSI Supply Chain Services and Solutions*.
https://www.bsigroup.com/en-GB/supply-chain-risk-management/

European Union

1. Directive on Security of Network and Information Systems (NIS Directive)

- European Parliament and Council. 2016. *Directive (EU) 2016/1148 of the European Parliament and of
the Council of 6 July 2016 Concerning Measures for a High Common Level of Security of Network and
Information Systems across the Union*. Official Journal of the European Union L194/1. https://eur-
lex.europa.eu/eli/dir/2016/1148/0j

2. EU Cybersecurity Act

- European Parliament and Council. 2019. *Regulation (EU) 2019/881 of the European Parliament and of
the Council of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on Information
and Communications Technology Cybersecurity Certification and Repealing Regulation (EU) No 526/2013
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(Cybersecurity  Act)*. Official Journal of the European Union L151/15. https://eur-
lex.europa.eu/eli/reg/2019/881/0j

3. The Digital Operational Resilience Act (DORA)

- European Parliament and Council. 2022. *Regulation (EU) 2022/2554 of the European Parliament and
of the Council of 14 December 2022 on Digital Operational Resilience for the Financial Sector and
Amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and
(EU)  2016/1011*. Official Journal of the European Union L333/1. https://eur-
lex.europa.eu/eli/reg/2022/2554/0j

4. General Data Protection Regulation (GDPR)

- European Parliament and Council. 2016. *Regulation (EU) 2016/679 of the European Parliament and of
the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of Personal
Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection
Regulation)*. Official Journal of the European Union L119/1. https://eur-
lex.europa.eu/eli/reg/2016/679/0j

1. ENISA's Guidelines and Reports on Supply Chain Security

- European Union Agency for Cybersecurity. 2010. *Supply Chain Security Recommendations®.
https://www.enisa.europa.eu/publications/supply-chain-integrity

2. ENISA's Cloud Security and 5G Network Security Guidelines

- European Union Agency for Cybersecurity. 2013. *Cloud Computing Security Risk Assessment*.
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